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Executive Summary

Systemic, functional, and structural change in the security services is a crucial issue that awaits
objective solutions that take into account the rapidly shiftmgumstances and variables
throughout Syria. Because security reform is a complex process, it will be rerméaliight

of Syri abs p abyneithenpigaackagedirefoumaheari@esmor theses that ignore

the nature and importance of natibsecurity while overlooking the necessity of cohesion and
preventing collapse. Rather, theories are needed that entail a professionaidsieffort
consistent with |l ocal, regional, and interne
overaching goal: the construction of a coherent security sector.

This study finds that the Syrian state does not possésscarity sectar from a technical

definition perspectiveufficient enougho deserve reform. As it stands, security work in Syria

falls into two categories: The first concerns forces of control and repression. Among these are

the Air Force and Military Intelligence Directorates, which are divisions of the Syrian Army

and the Amed Forces; the General Intelligence Directorate, which is a division of both the
National Security Bureau and the ruling part
security forms a division of the Ministry of Interior. The second categamyiligary-security

networks (such as the Republican Guard, thArnored Division, and the Tiger Forces) that

bear the responsibility of engineering the security process, determining its relationships and

foundati ons, ensur i ngaryirng eut allengdasunes @rsl operationsr i t y
within society whenever there is sign of a security threat. Accordingly, two flaws and
aberrations can be identified: The first rel

in the past has helped curtaibmmunity activity, while also limiting its progress and
development. The second issue relates to the function of these sewimdsischaracterized

by fluidity and boundlessness, with the exception of its permanent role consolidating and
bolsteringhe r egi medés stability. I ndeed, any refol
function and structure at the same time.

Security is necessary and important in the context of any transition process, but this is
particularly the case in a place liggria, which operates as one of the sensitive regional and
international counterbal ances. To be sure,
whether in terms of maintaining social stability, protecting the country, or preserving its
identity ard culture from anyencroachmentsThis need forsecurityunderscores that it is out

of the question talismanté security services, end their work, and not rabail national
alternative with a cohesive structure and functi@sssome are proposinbhisis particularly

true for the next phase of the new Syria, which has seen an increase in schemes that seek to cut
across its national bordef&husit seems that the requirement most consistent with the dualism

of both rejecting the existing approach andhfoening the necessity of security is the
restructuring of the security services in the next phase so that they keep pace with those of
developed countries that serve both the ciszmdthe nation.

This study shows that restructurimgeasureshould bebased on principles of change, smooth
transition, and cohesion for fear that asuddenchange could have repercussions for the
cohesion of the country. This will ensure that the secedtyicesesume working withithe
national framework andcomplemen state institutions. Certainly, these measures are a




The Syrian Security $enittes Need for Structural and Functional Change

reflection of a series of political arrangements that signal the real desire for change and political
transition. Consequently, they are void of any compefitaequisitive orauthoritarian
calculatiors. To this end, the study proposes three phases for carrying ougtfdhm and
development process: The first phase relates to the legal system, whiatnsutethe
principles of integration, rebalancehange of functionand strengthesd oversight. Tle
second phase is linked tihe development of théhuman, administrative, and technical
structure. As for the third stage, it will comprisesgtof measures thatimto complete the
construction of a cohesivand functionakecurity sector.
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Introduction

Ever since the Babath Party came to power in
entirely on the intelligence services as a tool for strengthening its governance and entrenching

its base. During the reign of Salah Jadid towardsetid of the 1960s, Abd-Klarim atJundi

(President of theésecurity Services and the National Security Bureau at the time) followed the
policy of ki dnapping and torturing the part
1971 following his coup Noveber 1970, Hafez ahssad used the security services to control

security, politics, culture, the economy, and even religion, turning them into powerful
appendages of his authority that pervaded the nation, society, and pubkislif®n Bashar
al-Assaddid not deviate from this path, as these apparatuses continue to follow all of the same
policies t hat endeavored to | imit citizens
surveillance. These institutions, in addition to the military establishmeaty e t he r egi |
first and last lines of defense by virtue of their firm discipline and operational engineering,
which enabled them to create the Syrian Ar my
to control leadershi@nd powercenters populate by Alawites and those who owe their

absolute loyalty to the regime. This type of engineering became clear following the
disagreement between HafezAsdsad and his brother Rifaat, who almost overthrew him in the

1980s. Following the event, Assad restauetl the army and security services, adjusting
security operations so as to consolidate his rule and undermine both political movements as
well as the overt and covert ways for people to reject his regime.

In 2011, the Syrian uprising broke out having beaused largely by a hidden, yet growing,
popul ar di scontent directed towards the se
practices that denied even of the most basic human rights. The security services followed these
development$ seeingthegater i ngs of demonst r-eaff cebets,aads no 1
t er r drandsdrvedas the main force to carry out policies of repression and systematic
violence against the revolutionary movement. With the spread of the movement and the sharp
spikein the level of the conflict, the international community has desperately attempted to put

established rules in place to initiate a fApo
process is still stalled as of the time that this study was pa@pAll signs indicate that the

necessary political solution, according to
state apparatuses, chief among them the inst

As mentioned above, t huations ds wellyas dis€ussiBryabautatties s e
need for functional and organizational change insegurity services, represent a compound
problem that must be unpacked. Indeed, any political path that anticipates solutions to the
Syrian crisis without takingito account the security componérdlong with its excesses and
guestions about its r ol &wilnotworkh Eher&ore;thissstudy t r an
attempts to provide an accur @urentfudctioadi pt i on
program so as to touch upon the most signifitewels of discernable deficienciess well as

the conclusionghat can be derived from this that will help create an objegiisteire of the

security issue for the future.
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Assumptions: The study proeeds from a number of assumptions, namely:

1. Any transition process that is not accompanied by a systemic change in its security
servicesso as to render it capable of protecting the political transition will only represent
superficial change that will not strengthen social and political stability and only
consolidate the pillars of the ruling regime.

2. The reform pr oc e q@eing a Geaavhnokeced pobtical sbldionesn g i
a key structural link. Thus, the more that the solution is set up for a true process of change,
the more it will clearly influence the reform process and transformation.

3. The reform process does not work with@ositive engagement from both international
and regional actor s, particularly after t
par excellence. This requires vigorous national efforts, which include enlisting regional
and international actors support and fund the political and transition processes as well
as their accompanying reform policies.

4. The study adopts the principle that the na
sovereignty (such as security, defense, and internationaisafifsiessential. That said,
thestudyy s applicable to scenarios where Syri
throughthe principle ofadministrative decentralization or some forms of federalism
where the central state maintains the operatiorwtral security services.

5. The reform process runs into severe opposition from both the security services
themsel ves as wel |l as the networks of the
of defending their interests, which the reform process wilbmégure on all levels,
particularly with regards to organization and institutionalization. This reform will transfer
the security servicesd interests to author
mechanisms of funding and all other planninggessses.

Study Approach: This study follows both descriptive and behavioral approaches to show the
philosophy and reality of the security services, their current organizational and functional
nature, as well as the desired outcome. In identifying flawssandtural setbacks, the study
relies on interviews with officers, individuals, and dissident security experts. Their insights
constituteanessential documentation for finding out information about security operations and
their methods, which the studgrtsiders to be a key foundation for the cohesion of the security
services and their complete loyalty to the regime. Moreover, the study uses a comparative
method in presenting its examination of the most important security reform experiences in Arab
Springcountries in order to measure them against Syria, explore their most important lessons
and conclusions, and carry them over as necessities that should be recognized and taken into
consideration during Syilas own security reform process.

Previous Studies The most important studies published concerning security reform issues in
Syria can be summarized as follows: The first is entiidia Transition Roadmap,
published by Syrian Expert Houseand the Syrian Center for Political and Strategic
Studiesin2013, the ninth chapter of which details
by surveying the following:
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1. The most important security services have revealed their role through policies of
systematically repressing the Syrian uprising and have mmmuented carrying out its
worst massacres.

2. The general goals, initiatives, and mechanisms of reform.

3. A proposal for a new Syrian security system based upon dissolving all security services
with the exception of the police forces, which had a detailecheapbn devoted to them
that recommends restructuring the internal security forces.

That said, this study was completed in the context of the ongoing conflict in 2013, which has
subsequently become more complex in light of certain types of crimes, thhevehaae of
accumulating security issues, and the number of sechrégts from either religious or ethnic
sources that have begun to overlap. Moreover, these complications are further compounded by
the appearance of specific challenges, some of whiate i the continuing effects of security
reform in Arab Spring countries, not to mention the multiple actors and stakeholders in areas
of Syria that experienaelativelystable formf governance and local administration.

Similarly, the fiDay After Projecto designed to support democratic transition in Syria in

2013 published an i mportant c¢ ha pwhiehrpromosed A Ref o
dissolving the current security services and establishing new intelligence agencies (both for
military and foeign affairs). The project proposes arhdnth timetable for initiating reforms

based on the theory of jettisoning the security structure and establishing new security
formations assigned local security functions, such as that of civilian police foreestulty

subjected the security landscape to deconstruction and restructuring theories while at the same

time pointed to the absenceofacsa | | ed fisecurity sector. o0 The
security services are divisions of control belongmdifferent institutions, the most important
being the army, Ministry of Interior, and th

in control of security and its institutions are networks engineered by the regime so as to ensure
that these ingdtiitions serve to strengthen its authority. In this way, the regime relies on specific
Alawite families that compete amongst themselves to show their loyalty and maximize their
private interests. This structure makes it a strategic matter to break upehesty networks

while simultaneously creating a cohesive security sector based on the nexfefssitfional

and structurallzange to the security services.

Yezi d Sayi ghoés Ca whioh monikor aBccanalyze the dymamidsiofesecuirity
reform in Arab Spring nations, constitute an essential perspective that this study relies on to
extract the most significant obstacles and issues that resist ref@resses. His most
important studies includ€rumbling States: Security Sector Reform in Liagd Yememand
Dilemmas of Reform: Policing in Arab Transitiotis these studies, Sayigieconstructed the
security reform processes in these countries, which he saw as faltering for several reasons.
Perhaps the most prominent factors he identified were the legacies of dictatorial and factional
regimes and the politicization of transition pesses. Moreover, he recognized the significance

of these governmentsdé focus on terrorism and
security agenda or consider the political economy dilemmas of this process, particularly with
regards to costs.
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|. The SecurityReality DuringAssadds Rul e

The Emergency Lawnactedn 1962 and the declaration oState ofEmergency on 8 March

1963, along with subsequent constitutional amendments introduced under Hagsadlin

1973 allowed the security sereg to exceed the powers granted to thenthieylaws and
decrees undewhich they were created. They thus became a meaimspmserepressn,

commit acts of torture, restrict freedoms, and suppress public opinion, and moreover inflict
heavy setbacks on Syman soci ety. As a concept, Asecur
investigation for the sake of stability and civil coloes Under Hafez aAssad, however, this
principle was completely ignored and replaced by a conception of the security services as the
private security of the ruling authority, whereby security agencies and other military and
civilian sectors were either subjected to its control or created from scratch in order to control
domestic interactions on all levels and forcibly exclude them &fbective participation in the

public sphere.

Philosophy of Security Work:

A survey of securityvork and conduct during the rule of HafezAdsad and his son Bashar
al-Assad reveals that the philosophy of security activity involvethary of: loyalty tothe
regime andorivate interests, which constituted the real guarantee that they would remain the
principal actor in all domestic interactions and an absolute bulwark of the ruling regime.

The main features of this philosopase as follows?

1. Absolute Powers and the Link Between Community Activity and Security Trends:

The security services have received complete independence anrdangiieg powers in all

aspects of political, economic, service, and social life as well as have adopted settfewdbm

of intervention. Perhaps the most important method is devotion to the principlecalfesb
AApprovals and Security Studies. o0 The essen:
services the right t o @ objdemands, which reaultslin ¢ o mm
intrusion into the simplest aspects of every
registering reaéstate and inheritance information, to holding membership to parliament, to

@ The philosophy has been summarized through several different readingdemdlips. The most important include

1. Radwan Ziyad, AfHow the Assad Family Built Syhttpsé#gbsglllilont el | i gence State,
22Rayan Mohammed, #Alntelligence Services of the Syrian Regi me: Sec
https://goo.gl/smMdiq

3.0maralHi ndi , AThe Security Se4fAmnbiya.Nes Linkbtip://gboghAZsti e Anot her , o Al
4ASyrian Apparatuses of T-8ham AlAwsat Sinkchibpt//dpoo.dVP5eGHEt egr at i on, 0 Al

5. Hasaan AlQalis ASecurit Stud o f ht®:}/god.gi2xmCPFr ee Syri a Sit e. Li nk:

6,Adil Redha, filnternal St udhitp://gdo.g/g6PmNka, 6 Amad Media Site. Link:
7.YasserNadimafai d ,anfidOINdew Questions About t Rlemh&iyarSitealink:l nt el |l i gence Ser v

http://aljumhuriya.net/169
. Group of video clips of human rights violations committed by Syrian security. hitgs://goo.gl/NlyYKB
9. Group of testimonies posted on YouTube covering a group of investigations and testimonies carried-dazegral AArabiya.Net,
Akhbar Al Aan, and Orient News. Linkbttps://goo.gl/ivzHzZBhttps://goo.gl/ES24Mirhttps://goo.gl/cXIR87https://goo.gl/IH5w2Y

[oe]
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promoting army officers, forming cal@ts, or even appointing judges. Just getting a public
sector job, no matter how small or large, is contingent upon secesigarctresults that are
determined to be positive towards the regi me

2. Competing for Loyalty and Inter -Agency Hostility

In asserting his control over the security services, Hatdwsshd relied on the strategy of
generating hostility and creating an atmosphere of competitiveness between the different
securityagenciesnd their senior officials. Penfmance indicators were linked to standards of
absolute loyalty and obedience. In order to create a special irsghesdor security officials,

they were given access to all levers of the state, which provided them with obscene wealth. At

the same tme an entire file was prepared for ea
transgressor, o0 which facilitated the process
grew too large. As for the era of BashaAskad, he went about sowing conflict and nalit
competition within his areas of influence and control. Control over border passages was
distributed so that each one was subordinate to a specific security agency that rules and controls

it and its revenue. Accordingly, boarder passages with Iragadok@ébanon, and Turkey are

each respectively subordinate to the General Intelligence Directorate, Air Force Intelligence
Directorate, Military Security, and Political Security.

3. Compounded Fear of the Security Forces:

Overtime, the condition of fearingecurity, embodied by the culture of fear propagated by the
security services themselves, grew by leaps and bounds, as did weariness about surveillance
within institutions. This transpired as a contradictory sectarian structure was enshrined within

the decsion-making centers of each government branch. Moreover, this pervasive fear spread

as the culture of #fr2¢andwithinthmegarurity esmpishmentdtseif n s o
T as making mistakes, whatever they may be, was constantly feareth Welcommunity,
restrictions proliferated that hampered peor
taking any collective or individual action. As for internal fear, it comes from signs of negligent
performance of either security tasks or augfion in which loyalty and belonging to the

ideology anddoctrineo f t he fAnationbés | eadero i s minimiz

4. Duti es Related to the Ruling Regimeds Secl

Totalitarian and autocratic states impose major duties and burdens on the security services,
which kring them into alliance with the ruling regime. These duties connect their fates with the
survi val of the regi me, putting the regi med
different social, political, safety, and economic levels. This hasased the number of abuses
committed by security services, inflated their roles in carrying out repression, and deepened
their connection to systematic legal and human rights violations. Over the past few decades, a
certain securitydoctrinehas been progpat ed t hat justifies the tr

@The treportmp ii n Syrian society has become a common security concept t
|l eadership about a person or group of peopl ebds conabyBishatahat Avi ol
Assad would spread fear and panic and would signal the possibility of the person getting subjected to a series ofig@lent rep
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security functions into a goal in and of itself that is separate from the rest of the roles and
functions of the state. The allocations for essential state functions, such as education and health
services, have in many cases been reduced so as to provide greater resources for security, which
maintains its survival at the helm. In this way, it ignores the foundations for building security
services, which should be preserving the security, peace, asthkhgy of the nation and its
citizens.

5. Restricting Political Activity

Throughout Assadodos rul e, the security strat
separating society from politics, both in word ated rendering it the exclusive domaih o

the ruling family and its supporters while denying and marginalizing the middle class and
subjecting its intellectuals and innovators to strict surveillance. This approach has effectively
linked the middle class to several organizational structure$athainder the umbrella of the
Babdath Party, thus making it i nteract wi t h,
circle. Those who fall outside of this circle, are numerous and unsuccessful because of their
lack of access to state tools and medtras, not to mention their direct targeting at the behest

of security irstitutions

The security services strove to reduce politics to the figure of Haf@zssald intheory

practice, and approach, while also workingdisseminatingihi s val ues and ac!l
among all societyds classes and institutions
in an absencef true political representation, instead replacing it with another deceptive and

rigid politics based on authaoaitian and selinterestecbalancing actand calculations.

6. Exhaustingand Overwhelming Bureaucratic Structures

The regime has relied on a policyaaintrollingthe capitatityand t he r est of Syr
according to the principle averwhelmingtheir administrative, service, and social structures

with a massive number of branches, each with diffemmrlapping and contradictory
authorities and multiple functions. This has generally left citizens to come up with their own

living solutionswithhn  t he mar gins opened up by fAred | i ne
unityo cultures that have | eft them suscept.i
may reach the point that citizens continue to turn to the security services ongrpefmdof

time without ever gettingheir problens attended tpsimply because mutual coordination

between these services has been eliminated without any legislative or legal action.
Furthermore most branches dispatch several agents to follow and ondhé& work ofother

official security services. This lays the foundation for contradictory policies, favoritism, and
deepens the cultureofrepog, whi ch aims to either | et a cel
work or to coordinate with them toign,e fof fenses committedo fo
benefit.
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As a general outcome, the philosophy of security work in Syria is based enshrining a
group of security rules, customs, and standards that completely bind Syrian society,
render it immobile, and push it to
deduce the Ilimits of what is
permissible and forbidden when it is
not exposed to regime security. This
process has always involved
intervention from security and
defense institutions to manage
political and government affairs
until they literally become the source
for laws that govern society. This
hampers the developmental or
reformative action that restructures
the authoritative systan of action and links its functions to serving citizens and their
advancement. The figure on the left clarifies the levels of security work and shows the
role each plays within this philosophy.

Security and Intelligence Services: Tasks and Structure

The security and intelligence services are comprised of four general directorates that are
supervised by the National Security Bureau (NSB). The main headquarters for all of the
services is located in the capital and includes four central branches. Falliag thisl

directorate are branches located in every province that contain offices with specializations
corresponding tehoseof the central branches. In other words, the branch is a microcosm of

the general administration. The figure below clarifiesthese¢ t y ser vi cesd gene

National
Securi

Omran for Strategic Studies

e Bureau ~
Implementing _Implerr_1e_nt
entities for ing entities
< civilian power military
cores of the power >
regime (Party, cores
Ministry of
Interior) Political (Armed
Security Forces)
. / _ D
a'g Beprnte
g (e 20 6 2l tEigpijm bagh 0
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1. National Security Bureau(NSB)

This is the office that took the placeits former counterpart byirtue of PresidentiaDecree

No. 36 in 2012 shortly aftehe bombingoffit h e C r opesatiasiroo@ enlthHeNational

Secur it yib20l2 which wag tesponsible fibre securitya g e n gland sounter

the uprising and protest movement The NSB was assigned the t
policies in Syriaodo and pr e sDirdctomhte af Inteligenbey t he
Major General Ali Mamlouk.

The Regional Command of the NSB was previously presided over by Mohammed Saeed
Bakheitan, who is considered one of the members of the old guarkkptaheir leadership

seats i n t he"RBgiodaGohgrefsalpngsjdé BarodiShhraa, General Hasan
Turkumani, and Major General Hisham Ikhtiyar. The former NSB had been subordinate to the
regi onal command of t he Braldeciddd orPa mumber of c o n v
i mportant issues pertaining Presidentinl®ecrectha nt r y 0O ¢
NSB was made directly subordinate tofhe e s i d e rahdursden®d mli «leskleiship

it shiftedfrom being responsible for catinating the security services and submitting general

periodic reports and summaries to being more focused on leadership and guidance.

2. General Intelligence Directorate(GIC)

The Gener al I ntelligence Director attyed (aGidC)
established bypecreeno. 14 in 1969 after Hafez-Alssad assumed power. The directorate is
directly subordinate to the president untter nameiUnit 1114 without going througtany
statebody or ministry except when coordinating with the N®BThe GIC encompasses 12

central branches in addition to actigsebbranches in each province. Furthermore, the
directoratancludesthe Higher Institute for Security Sciences, which wsiblishedn 2007

so that state representatives and diplomatic missions unidéegsive securityrainings The

GIC is notable by its large number of civilian contractors and its officers, who are assigned by
the Ministries of Defense and Interiér.

In a report by AlArabiya featuring the defected Crisis Cell secretary Abdul Majid Barakat, it was repuate@résident Bashar-Aksad

chairst he Crisis Celll as a {MAbisgh ofsf hcisaliadi amadtt matvi M@ahewo dhe assist:
is Mohammed Said Bekheitan, was replaced four months later by Hasan Turkmamiviie, there are eight members of @l and all
together they were the | eaders of the Ministry of épotyG@hrefiobr 6s most

Staff Assef Shawkat, Minister of Defense Dawoud Rajiha, Mingdteterior Mohammed abhaar, President of the National Security Bureau

Hisham Ikhtiyar, President of Air Force Intelligence Jamil Hassan, President of the Military Intelligence Abdel FatarhQRdsigent of

the Political Security Directorate DiteZoun, and President of General Intelligence Ali Mamlouk.

Regarding the Crisis Cello6s mechanism of action, Bredratatbe aentrals ai d t h a't
headquarters at s ev e nonaly epodsdram therMilitary letelligence,Miinisty of Ineribg thecalled Political

Security Directorate, the Babdath Party branches, Ggdathistimne, batf St aff,
by noon the nexday the Crisis Cell secretary would have summarized all of the reports and reorganized the statistics information.lyAdditional
recommendations and notes may have been added to the reports. Later, the reports would be sent to President Assanlld/hesethe w

them and their notes, sign them, and bring a copy of them to the Crisis Cell again. According to the main membersiofGb#, Grey

meet every day at seven o6clock in the eventéesnTheirdiscassiohivaldiosis t he r e
on the security angle and, someti mes, Syriabs economionsfromnd soci al
neighboring countries would also take place. After reviewing the issues of theelagnimittee secretary would supervise the writing of a

meeting report that includes any decisions made that day. This was then sent to the president no later than midnight. Quickly pr esi dent ¢
of fice would resend t he nstésgturrend whatdaddeeh agmeed tugon ly Eresis Pefl mesnbedsentotag@psoved
Presidentiatesolutions. To look at this report, go to the following lihip://goo.gl/YnbTjF

@ A Law that Created the General Inteflitce Directorate, Syria Network, Syrian Human Rights Council. For more information, review the

following link: http://www.shrc.org/?p=7451

® Syria TransitionPlan, SyriarExperts Housd,ink: http://goo.gl/OdL8Gp
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According to the lavthatestablishedhe GIC, it is a civiliardepartmenéven though all active
military personnehre commissionelbly the Ministries of Defense and Interamd hence report

to them financially and organizationalls for other civilian members of GIC, thare subject

t o t h eunifSrin vdrkers sode. Accordinglynilitary officers overwhelminglydominate
positions of power, leadership, anagendasetting posts while civilians carry out
administrative work in branches under the authority of militangqanel. The percentage of
Alawites among manage@nd heads of departments approximately 70%, whereas the
remainder belong to other sects. Recruits in the Syrian Army are selected to go to the directorate
and tasked with guarding apdotecting adminisative workers®)

Structure of the General Intelligence Directorate

1. Director of the GIC: Appointed byPresidentialDecree, the current director is Major
General Mohammed Dib Zaitoun, who was appointedPi®sidentialDecreein 2012
following the tenure of Major General Ali Mamlouk, who was then appoiptesident
of the NSB.

2. Deputies to the GIC Director. There are multiple deputies working under the GIC
Director, each of which is appointegt decree and his or her powers, specializations, and
rights, and duties are determined by a resolution issued by the director. Current deputies
include Major Generals Mohammed Khalouf andhar al-Hamad.

3. Information Branch 255: This branch is tasked witobtaining all political, economic,
and social information and tmonitor the religious, partisan, and media sectors.
Information is collected to this brancfrom the other central branches, proviiat
branches, and other sourc&is information is therarchived and utilizedy GIC.
Thereafter, resolutions are isswgath as travel barndorderingthefi a r rofkckizens
whom the directorateds branches have incri

4. Investigative Branch 285 This is a central branch that specializes in investiga
transmitted information from branches, sources, and agents. Most detainees arrested by
provincial branches are referred to Branch 285 after they have been guestioned by
investigation departments. It has become customary that the president of tbis Bsan
well as most of the investigators in it, are Alawite.

5. Counter-Terrorism Branch 295: Otherwise known as thedfha Branch, this branch
specializes in dispatching consignments of volunteers to work on behalf of the GIC.
Additionally, the branch trainsdividuals within the GIC (namely military personnel) in
military and security sciems, works on increasintheir levels offithess and physical
capabilities and trains them to carry out their main missions of raiding, kidnapping,
assassinating, armbunteterrorism. This branch was among the first that the GIC relied
upon to suppress thotestmovement in Daraa and Baniyas.

6. Counter-Espionage Branch 300This branch specializes keeping tabs on foreigners
and those suspectetiworking with foreignactors.This branch also surveils government
and private institutions that work abroad and observes the work and relationships of

® Detailing the Security Services in Syria and Their History, Press Net. For more, review the following link:
http://www.akhbarboom.com/archives/26823
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political parties angoliticians This branch has a working relationship with the Technical
Branchas well aghe telecom cmpany Syridel, which is owned by Rami Makhlouf.

7. External Branch 279 This branch isasked with managing thexternalintelligence
stations in embassieand consulates around the world. investigates incoming
information that pertains to the Ministry of Foreign Affairs and any other ministries that
carry out foreign missions and deployments. Moreover, the bidosély monitorsand
surveils Syrian expatriate citizens and all of theiitwall and sociahctivities

8. Technical Branch 280 This branch is authorized to condu&avesdropping,
communications jammingand technical surveillance missions. It also helps other
branches with all of their technicalipportneeds and carries out engering, electrical,
and mehanical works in the GIC and its branch#és most important departments
includewired and wireless communication equipmentnputes, intelligencegathering
mail monitoring, encryption internet, the Ghadir Project, and thatellite jamming
project

9. Internal Branch 251: This is the name of the GIC branch in the capital Damascus, and
is responsible for countémtelligence work within Syria, particularly in Damascus and
its suburb The branclnas an essential rale appoiring government officials, presidents
of unions and chambers of commerce, general managfegsublic corporations,
universitystaff andheads, party trustees, as welllas appointment of key government
positions in all divisions and ministrieBurthemore, it has become customary for the
presidemn of this branch to be exclusivellawite. Former presidents include Bahjat
Sulaiman, Mohammed Nasif, and Tawfik Younis and, currently, Ahmed Dib serves as
the branchés presi dent .knowhas Ddpartemenc4, which u s e s
is, based on its powers and engagements, considered to be a total directorate, the
management of which has long been run by Hafez Mahklouf.

10. Training (or Ghouta 290 Branch: It is authorized to run altaining programshat am
to 1 mprove krowledde lar@&lsliselatingatd dither theoretical security
sciences, management, technology, or technical training.

11.Economic Branch 260 This branchmonitors and investigates all econonaad
administrativeactivities by citizens, private companies, institutions, commissions, or
publidy-ownedcorporations

12.Branch 111 Reportst o t he Gl C dandaegartizesrab affairs directlyc e
supervised by the director and i dthosmvol ve
employed in this branch are Alawite.

13.GIC Provincial Branches: These branches are located in the different provinces and
given a threaligit number each of which contains departments analogous to those of the
central branches in Damascus. Thesendltashave the same competencis their
central counterparts and perform the same work, however within the confines of their
province. Every brancloperates and overseésvisions, departments and sulnits
scattered throughout their province, as eaemtor village has a securitfficer who is
responsible for it, conducts security studies, and is tasked with calling on other security
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branches. In this way, the Gtfverseegvery region and comprises thousands of agents,
informants and delegates in eme city, village, as well aspublic and private
institutiors.(”

3. Military Intelligence Directorate (MID)

The Military Intelligence Directorate (MID) falls under tlarisdiction of theMinistry of

Defense administratively, financially, and in termsobftaining armamentdHowever the

Minister does not have any authority over it. Conversely, the MID is involved with appointing

the Minister of Defense, his deputies, chiefs of staff, and dictates the transfer of army officers

and personnel. Meanwhile, thell D6 s chief i s appointed by
establishment, the MID was made responsible for military units, borders, as well as the security

of officers, personnel, and military installations. The Chief of the MID is currently Mohammad
Mahla, whowas appointed in 2015 following his pre

The MI D, which is considered to be the Syrie
society, goes by the motto fAisafeguardehng t he
it uses as a pretext tostill an ethos thafi As s a d Gsssaceedd myAt t he same t i
approach is used to justify its role as an overseer and partner of other security setiraies

efforts to police local activity vialeterminantsthat bolstert he r egi meds aut hi
di r ect or aitthe imagoritgof whichdheralddromavariety of different military unit$

are tasked with monitoring the behaviors of military personnel based on standards of loyalty
andadherencéo the regimé sommand The MID alsoconstantlyinvestigatesany potential

reform initiatives that may be carried out by commissioned orceommissioned officer ranks,
volunteers, andonscripts.

Structure of the Military Intelligence Directorate
First: Central Branches operating in Damascus®

1. Branch 291 This is the administrative affairs brancls@aknown as the é?sonnel or
Headquarters BrancBeveral functions are assigned to the branch relating td th® 6 s
activities, central archivédnhuman resources fileand reports, as well as monitoring the
performance of MID itself to prevent any breaches from within. Theassissment of
MID by this branch plays a significant yet supplementary role in the promotion,
demotion, expulsion, or transfer of employees witkilD.

2. Branch 293 Thi s branch is responsi bl eFrolmar Oof f i
practical perspective, it functions and acts as a security network/bureau on its own and
not necessarily as a branch of MiDhe branchhandlesevaluation and survégéince
issues and monitors all army officers. Moreover, the branch plays an essential role in
promoting, removing, and transferring army officers and appointing them to their

(™M The Syrian Security Services: General Intelligence, Air Force Intelligence, Military Intelligence, and Political Secpuiblisiad Essay by
Omran Center, December 2013; Summary of a group of meetings aartibgl the researcher with a group of deserters from the security
services in April 2016.

@ |bid.
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departments. The branch chief has the ability to directly contad®rdsdentof the
republicand submit reportdirectlyto him.

. Branch 294 (Security Forces Branch): Tasked with surveilling teeration and
movemenbf armed divisions as well as all armed for¢egh the exception of the Air
Force and Air DefenseThis branchhardlesrecords of military bases and units, as well
as artillery divisions antheir levels of combat readiness and loyagcurity officers in
charge of military units are more | oyal
It is should be rantioned that alnoves by army units muke approvedand coordinated

by this branch. Finally, it assumes supervisory power ovanilitary police and its
divisionsthatare attached to militamynits and divisions

. Branch 235(Palestine Branch)hisis one of the oldest and mastportant branches in

the MID. Branch 235 is tasked with (both domestic and foreign) responsibilities equal in
size to those of an entire intelligendeectorate While the branch is supposed to
concentrate on counterinthreats by Israel and specializing in matters related to
Palestinian organizations both domestically and abroat$ responsibilities have
expanded significantly to inclugrirsuingand infiltrating Islamic organizatiopas well

as trying to steer and contrblemthrough itsown counteiterrorism department his
branch is also specialized surveiling Palestinian refugees located in Syria. In fact, a
subunit of the branch called the Commando Officers Unit specializes specifically in
Palestinian LiberatioArmy affairs as well as those of armed Palestinian movements that
are officially stationed in Syria (these include the Popular Front for the Liberation of
Palestine (PFLP) founded by Ahmed Jibril).

. Information Branch : This brancHocusesondata gatherig and evaluation of all affairs
rel ati ng tandpvepddes diffenerd studiasd reportselated to this effort.
The branch comprises many different departments, includepartment for religions
and political partiedt surveils local and imrnational audio, visual, written, and internet
media activity,andalso works directly and indirectly with media outlets matters of
interest to the MID.

. Branch 211 This is ramed thdiSignak Branclo, andis responsible for monitoring the
aimy andsacr ity serviceso6 wireless signals
tasked with conducting technical surveys and wiretapping.

. The Computer Branch: This branch specializes in computend internetelated
services. lIts tasks include surveilling theternet, monitoring all virtual activity,
intervening in hacker activity, and blockiog unblockingwebsites.

. Branch 225 (Communications Branch): This branch surveils vailed andwireless
communicatiorlinesin thearmyand armed forces. It also supiees and followsip on
the implementation of all communications projects in the country.

. Branch 248( Mi | i tary I nvestigations Branch):
investigations commission for military security and considered to be the secostd wor
branch in the MID after the Palestine Bran&éhwith regards to violations.

t o

Th
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10.Branch 215 This branch is also known as the raids and forced entry commandos. It
differs from all othetbranchesn that it comprisesbout4,000 personnel trained in all
varieties ofkills utilized bySpecial Forces, including raiding, assassinating, kidnapping,
and arresting wanted individuals.

11.Patrols Branch: This branch conducts all central and peripheral leadestgrs and
directivesregardingfield security duties.

12.Quneitra Intelligence Branch: Also known as Sa&d B rltapedalizes imntelligence
affairs inthe occupied GolarHeights andPFLP forces The branch also monitors the
United Nations Emergency Force (UNEF) activehis area.

Second: Provincial Branches:These branches are spread throughout each province and,
depending on the need, may haubddepartments, divisions and units in each administrative
district of the provinceEach branch is assigned a number.

A noteworthy and importantobservation in theMID is that approximately 80% of
commissionedofficers, nonrcommissioned officersand personnel are Alawgeand he
majority of them are commissioned rmy units to MID with the exception of some
conscriptswho are assigneduties such aguards, gatekeepey andraiding targeted sit€&
The MID is also in charge of the military intelligence school, whiamsMID volunteers and
personnét?.

4. Air Force Intelligence Directorate (AFID)

The Air Force Itelligence Directorate (AFID) wasstablished during the early days when

Hafez atAssadtook officeand r emai ns t he r égy/mefansousfoo st | o
possessinthe strongest manpower and best technical skills of all afeberity directaates.

AFID contains the lowest percentagenoin-Alawite officerscompared to other directorates

While AFID is theoretically subordinate to the Ministry of Defense in terms of its
administration, finances, and armaments acquisition, the Minister of [@efieres not have

any authority over it. On the contrary, AFID, along with the MID, oversees thsMire r 6 s wo r Kk
and has @& important rolein his appointment. Major General MohammedKalli has
remained AFI D6s head f or a-Askadreligd op lemduriogd o f t
security operatioma gai nst hi s opponent s after sei zin
responsibility is to protect the Syrian Air
when he is outside of the countty.

Structure of the Air Force Intelligence Directorate

AFID contains six subordinate branches in Damascus, its own investigations branch, and six
branches in the provinc€s:

© Report on the Syrian intelligence services published oy Syrian Encyclopedia: A De&ooted Past and an Honorable Fututgnk:
http://goo.gl/nmKayu
@9 It must be noted that there are no precise statistics. This number was adopted based on estimates from deserterdheaesétarblyer in
April 2016.
@9 Syrian Security Services, Ibid.
@2 |bid.
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1. Administrative Branch: This branch is tasked wiafeguarding all of AFID employee
recordslt alsosurveilsits staff to prevent any security breach within it. It also has a role
in the promotion, removal or transfer of employees within the directorate.

2. Information Branch : Specializing in the directorae girserainformationgatheringand
conducting various studies This branch houses many departments, including the
departments of religion and political partidssurveils local and international audio,
video, written, and internet media activigndworks directly and indirectly with media
outlets concerning matters of interest to AFID.

3. InvestigationBranch: Thi s operates in the capacity of
commission, and is infamous for beitig worstbranch in committing torturand other
atrocious violations.

4. Airport Branch : Locatedat theMezzeh Airport,andis responsible foPresidential
Airport security as well as ther e s i d e nt dnside auragep ihdecateethat this
branch is also responsible for intelligence missraefated to the personal security of the
president during his travels abroad.

5. Operations Branch: Responsi bl e f and inte&ratiomabperations, me st i «
including those related to the Air Foraeeaponrythat requireextensiveforeign
intelligence efbrts. This branch coordinates with the Airport Branch when performing
foreign intelligence operations related tc
agents aresually stationed ayrianAirlines offices abroad.

6. Special Operations Branch This branch has a significant, widespread presieraiéof
Syriabs provinces in the form of depart men
of requested units frorthe Air Defense, Air Force, military airbases, and even civilian
airports, incidingthe deployment of necessamgapons, munitions, and aircaft

7. Provincial Branches There are six branches in the different provinces covering all of
Syria They include

a) RegionalBranch: Covers Damascus andsitdburbs witrheadquarters in Damascu

b) Southern Region Branch: @vers Daraa, aQuneitra, and abuwayda with
headquarters in Damascus.

c) CentralRegionBranch: Covers Homs and Hamwé&h headquarters in Homs.
d) NorthernRegionBranch: Covers Aleppo and Idikith headquarters in Aleppo city.

e) EasternRegionBranch: Covers Deir eZor, Raqqga, and Hassakeith headquarters
in Deir ezZor.

f) CoastaRegionBranch: Covers Latakia and Tartwgh headquarters in Latakia.

These branches each have corresponding departmentsisgtbealighout provinces that do
not house a main headquarters. They also have other depamdmeatgunitsin other regions
andadministrativedistricts and villages according to the need.
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5. Political Security Directorate (PSD)

While the Political Searity Directorate (PSD) financially and administratively falls under the
jurisdiction of theMinistry of Interior, but it does not report to it in terms of fgrofessional
performanceFurthermore, PSD has a supervisory authority over the Minister oiointeis

officers and staff including all police unitg. other words, it is practically independent in that

it can communicate directly with tHeresident. Indeed, this directorate is the most pervasive

in society, interacts the most with civilianspi®st widespread among citizens, and spans the

entire country and all segments of society. Moreover, the directorate carries out copious
exchanges with civilians, demanding work and construction permits approved by PSD, which

has a vast reservoir of theregne 6 s i nf or mati on about <citi zen:t
personnel to exploit t hei r tibatd| wen ccei,t i Zemnep
massive scale. PSD officers and personnel are chosen Ibirirstry of Interior, with the

exception 6the PSDhead who is appointed by RresidentiaDecree Major Generals Adnan

Badr Hassan, Ghazi Kanaan, and Mohammed Dib Zaitoun are among the most prominent of
PSDG6s dhiefs Queently, the Druze Major General Nazih Hassoun, who was appointed
following the tenure of his predecessor Rustum Ghazali, serves as PSD president.

It has become customary for the P@@sident o come from the security
leadership. Unlike its counterparts, the directorate is more of an administggiatus than

afieldwork civilian one in that it, to a large extent, servesadministrativentelligence role.

Its responsibilities are entirejomestidan that it does not carry out any activities abroad like

other directorates (with the exceptiontioé Arab and Foreign Affairs Branch, which monitors
Arabs and foreigners within the country). Th
the provinces themselves (for example, the Political Security Branch of the Damascus Suburbs)
instead obeing assigned ahreedigit number®d

Structure of the Political Security Directorate

The directorate is made up of a number of branches in Damascus as well as the following
branches located in the rest of the provin€és:

1. Police Security Branch This branchhandlesall recordspertainng t o t he dir ec
workers and conducts surveillance on thterprevent any internal breaches. It also plays
a role in promoting, removing, and transferrid§D personnel. Of note, this branch also
has files o all personnel of all ranks and functions working in the Ministrintsrior.

2. Information Branch: This branch serves as a collection hub fibirdormation and
studies fromothercentral and provincial branches. It consists of a number of different
demrtments, including ra espionagedepartment and a department for students that
concentrates omttendees and managementsuofversities, institutes, schools, and
kindergartenslt surveilslocal and international audio, visual, written, and internet media
activity. It also works directly and indirectly with media outlets concerning matters of
interest to the PSD.

@9 |pid.
@9 1pid.
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3. Investigations Branch Thi s branch functions mu c h
investigationsauthority Central branches and those from other prasrtand detainees
over to it who have committed crimes deemed serious by the regime.

4. Patrols and Surveillance Branch Employing a large number of personnel, this branch
is tasked with carrying out patrols in Damascus and its suburbs. The branch conducts
raids, makes arrests, and supports provincial branches when assigned.

5. Parties and Entities Branch This branch monitors the activities of political parties
deemed Afriendly, o0 which include the Baodat
parties.Additionally, the branch monitors all political opposition activity anecathed
terrorist groups, surveils mosques, ahas, and all religious activities and functipns
and grants permits to imams, preachers, mosque servants, and religious teachers.
Moreover, it issues licenses to charitable and civic organizations and surveils both pro
and antiregime meetings, conferences, and celebrations.

6. Economic Security Branch All information relating tgublic, private, and joint public
private economiwentures and activities collecteloly provincial brancheis funneledo
this branch, which also monitors all government departments. Additionally, it submits
periodic presentations to theresidentof the Republic on economic activities and
indicators. ltarchives information on employees who have been arrested formetated
reasons, and surveils employeesd religious

7. Correspondence RecordsBranch: This branch receives correspondence from all
branches, departments, and othediesandredirectsthem tointended recipientafter
PSD presidentods review

8. Arab and Foreign Affairs Branch: All information related to foreigners and Arabs in
Syriais handled bythis branch. It receiveand processeeports from outside of the
country It specializes in grantgnapprovals for residence permits of foreigners as well as
approving and monitoring their economic and social activity in Syria.

9. Information Systems Branch It houses the physical adibital personatecordson all
Syrian citizens, Arabs, and foreigngtheredby the central and provincial branches.

10. Administrative Affairs Branch : Coordinating with the Ministry of Interior, this branch
is tasked withulfillingt he cent r al an deeldsgotveaponscmumitionsbr an c |
equipmentfurniture, facilties and purchases.

11.Signals Branch This branch is tasked witthe fulfillment of requests for the
procurement oddifferent types ofwired and wireless communication devices for all
branches, while also surveilling communications within the PSD and Mioisinterior.

12.Vehicles Branch This branch is tasked wifhlfilling the requests of all other branches
for vehicles and its attachments

13.Provincial Branches The PSD has a branch in each of the 13 provinces, except for al
Quneitra Province, whiclis covered by the Damascus Suburbs Branittat hasa
depart ment call ed the @AQuneit ralao h@sespbar t men
departmentand divisiondocated throughout Syria in eveagministrative district. This
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enables it to provide securityfdore ent i re country and monito
departmentsand divisionsrecruit citizen informantérom the general populatiowho

operate in theirespectiveareas of residencénformants submit their reports their

respective department division that in turn archives and organizes it then forwards to

the specialized branch in the province.

It is worth mentioning that most of those who belong to the PSD are graduates of police
academies and collegesd interact directlywith citizensto conduct special reports and
studies The percentage of Alawites in the PSD and its branchessishan their percentage in
other directorateaccording to estimatdsy PSD defectors.

The Regimed Military -Security Networks

Theruling regimehas assignethe task of security strategiegersight to certain military units

that professabsoluteloyalty to the regime primarily as a result of special arrangements
followed in the recruitment of its human resources by relying mostly on Alawites, as well as
the nature of tasks assigned to them including #agency and intragency oversightThe
regime also grants these unitsrestricted powert firmly put in check aspects relating to
criminal and societal security that are not within the jurisdiction dfréatitional official police
force.One canassess h e r e gi mpmolicg by slasayuanalyzinghese networkshat

were mastered and attached directly to the regline.most important units includé’

First: Republican Guard

The Syrian Republicabuard ForcesRG) are considered the mgstominentof the Syrian

Ar my 0 glivisohsastwell as its most heavily armed. Their main task is to protect the capital
from any internal or external threats. Thus, they are the only military unit allowedeto en
Damascus.

Confirmedinformation on theRG is scarce, however some reports indicate that they are
distinguished by their strong armaments. Furthermore, they are composed of nearly 10,000
soldiers spread throughout several different brigades and itersffaregiven a portion of

Syrian oil revenues to maintain their loyalty. The establishment dr@edates back to the

end of the 1970s after armed clashes broke out in Hama and Aleppo betweendadez & d 6 s
regime and his Muslim Brotherhoagpponents'®

The RG maintain a high degree of Bashatdas s ad6s confi dence, as he
approach as his father in termsapbointing leadership positionsitd brigades andregiments

to members ofpecific Alawite families in Syria. For instancet present, Major General

Bassam aHassan heads tHRG, which are tasked primarily with protecting DamasQity
andpreventingany local or foreign forces opposed to the regime ®oolvingwithin the city.

The RG also dictates security rules and retaiship schemes that govern inbeanch
engagements as well as the relationship between citizens and the regime on the otlter hand.

@9 Interview conducted by thauthorwith Kheder Khaddoura nonresident researcher from the Carnegie Center on the topic of the security
services in Syria and the requisite reform process, 30 April 2016.
9 Syrian Republican Guard, Report published on Al Jazeera Net. litiipk/goo.gl/QPFtYE
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is also considered to be the official state body responsible for the coordination of military and
militia activities in Syia after the outbreak of the uprising, including thaiaa Revolutionary
Guard,Lebanesédezbollah, and St Iragi militias*?

As the RGOs | e a damongtleimpst grominentdeaderns dagonadyd its forces
has intervened and thwarted serious threats and societal security risks inthedogdish
Uprising in 2004, the Alawitésmaili clashesan 2005, as well as Druzgedouinconflict in

2001. The RG forces are organized with several regiments and brigades operating
independently but report administratively to the leadership of the RG. Its units and divisions
are known with names and numbers ranging fromI@A. The most prominent include the
following:(*®

U Security Bureau, led by Brigadier Generalssam Merhej
U 101 Security Regimenkost of itsleadership is from the Khair Bafamily.
U 104 Airborne RegimenDirected towards the Presidential Palace in Damascus.

0 105 RegimentkKnown asthe presider@ Bbunge, as it was led first IBassd al-Assad,
thenBashar alAssad, andhenManaf Tladed it until his withdrawal fronthe army.

Perhaps the most importarasons behind the strength and cohesive nature of the RG that
binds its forces togethéwhich some security experts see as capable of carrying out a bloodless
coup) are the following:

1. The Alawite connection, which serves as the only guarantor i@andther e gi me 0 s
continuity.

Internal competitiveness.
Departments tasked with surveillioge another

Direct lines of communication to thHesident.

a k~ w0 N

Maintaining the processes ddippointing ofdismissingR G6 s | e exdlwsivetyh i p
within the mandate ofhe Commaner-in-Chief of the Army and the Armed Forces
(Bashar alAssad).

Second: The & Armored Division

This a division of the Syrian Army subordinate to the First Cdtpgceivesspecial training

and supportomakeit he r egi me & s .dttwvas dounded dudng tharfleecofHafez d
al-Assad when his brother Rifaat, who ledih® e f ense Compani eso respol
massacres in 1982, established’'ie Defense Companies were latdegrated and merged

intotheDi vi si on after Rifaat was fiexiledo in 198

According to French media sources, tffetddmored Division consis of 15,000 fighters, the
vast majority of which are Alawite. Moreover, the division is considered trmng the top

a7 |hid.
@9 Interview with researcher Kheder Khaddour, op. cit.
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unitsof the Syrian Army in terms of training aadillery, possessing the most-tgpdate heavy
weaponry, such as RussiafvZ Tanks.

The Division is made up of several brigades and regimeiitis headquarters at the main

gateways of Damascu3he 55%' Paratrooper Regiment led by Brigadier General Jamal

Yunes, the 154 Regiment led by Brigadier General Jawdat Ibrahim Safi, tHeAhored

Brigade, and the 188nfantry Brigade are all stationed in Muadamiyat. Zabadani, on the other

hand, is homeotthe following battalions: military police, chemistgngineeringmonitoring

andtraining camp. Meanwhile, the #Armored Brigadds stationed in Yaafour and the™2

Brigade is located in ébabbourd? It should be noted here that all leaders of these brigades

and regiments are Alawit®) The 4" Ar mor ed Divisionés forces
responsibilities and security functionglunde:

1 Nominating officers to be commissioned at security directorates according the criteria of
possessing absolute loyalty to the regime and sectarian identity.

1 Providing the Military and Air Force Colleges with a speti&tlof names of people to
be admitted For the most part, thisst primarily favors members ohe 4" Armored
Divisionand secondly serving members of other security agefddiesprocess is carried
outin coordination with BrancR93 (Officers Affairs).

 The 4" Ar mor ed [SeourtyOificenwhish is headed by Brigadier General
Ghassan Bilal (Maher aAssad shief of staf], regularly coordinates withall other
security directorates and directgkaminesany security incidents
provinces. The bureau also sends reports from its sourcesfi@edsto the main security
agenciegor them totakenecessargctionand notify the bureau as to what measures are
being taken.

1 The SecurityOffice carries out investigatioria all sensitivecaseghat directly threaten
the cohesion of the security netwankpose a risk to top regime officials.

1 The division has a major role the appointmentf security branch chiefs, particularly
those in Damasau

To complete this summary,should be notethat the 4 Armored Division is the only power
whose responsibilities are limited to areas outside of Damascus. Its headquarters is located in
asSabboura and it is ngiermittedto enter the capital, whicktems from theconceptof

military sectorsorganizational structure with assigned responsibiliti@srently, Brigadier
General Maher al\ssad leads the division and most of its officers are connected in some way
to theRG, Ministry of Defense, Officer Affairs Bureauandthe Officers Branch.

Third: Tiger Forces (crossmilitary and security unit forces):

ThefiTiger Forceé is acrossagency special unit that intersects throughtary and security
agencies. It is structured with three main elememtsurity andmilitary core volunteer and
recruited Alawite manpower, and &ustomizedadministrative frameworkMinistry of

A9 Ipid.
@9 Overview of the Essence of th& Armored Division in Syria, Visual Report on-Alrabiya.Net. Link:http:/goo.gl/zvNEVg
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Defense) with an unrestricted authority to freely opeffaies force has widemargin of action
andwasformedto carry out a number of military and security dutigsich include:

1. Quickly intervening and responding to security changes and developifieatsature of
these forces allows it tmake decisions without the military establishment bureaucracy.
Its forces are flexible, capable and haw®ad powers to act.

2. Eliminating any risks or security threats agairiee Alawitesand their spheres of
influence in collaboration witmilitary units and militias stationetkearby

3. Providing assurances to Alawites wittetactive presence of Alawite Tiger Forces, thus
blocking any attempt or intention to mobilize any opposition within the sect.

The Tiger Forcesvereformed as an alliance between AFID, the army, and tharmored

Division in 2013. They receive clear salcsupport from most Alawites, funding from Rami
Makhl oufds Bustan Associ at i auttets Led bydBrigachey er a g e
General Suheil Al Hassan, the Tiger Foreegoy a widerange of authoritiesnd powers

including the ability tanobilize all stateinstitutionsi including civilian and military airports

T to carry out their dutiesTiger forces have intervened in most areas of military conflict,
including the Damascus Suburbs, Hama, Idlib, Homs, or the Latakiarbs??

Auxiliary Agencies

These are a group of officiatate agenciealready existingr recently formedor the purpose

of blocking and curtaiing the revolutionary movemeits \ammdsugportingcentralagencies
with updated and accurateformation. The presence of theagenciess indicative of the
transformationrand deploymentof executivebranchinstitutions to serve thmterests of the
regime and itsecurityagencie®f infiltrating and weakening revolutionary forces and push it
to change coarse away from its intended objecti8mne of theseagencies and bodies
include®?

1. CommunicationsDirectorate (CD)

This directorate was formed early2011 after the outbreak of the Syrian uprisings closer
to being a special task force comprised of:andline and Cellular Communications
Surveillance Branch (known as Branch 2@5the MID), Signals Branch 211, Technical
Branch from the GID, andthertechnical branchem otherdirectoratesin addition to at
Ghadeer Project that is under Iranian Managemgihtwiretapping and jamming projects
stationed in different directorates were also merged into this directorate.

Its primary mission is to surveil all landline and cellular communications, internet, and
television programs concerning topics on the revolutionary movement. The directorate also
furnishesothersecurityagenciesvith information collected from monitorecbmmunications

grants licenses for importingpmmunicatiordevices and resolves conflicts between different

@) For more official media coverage, review the following like, which is made up of posts for all news on its military mavements

http://goo.gl/wf8hrh
@2 Syrian Security Apparatuses, Ibid.
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directorateslt is also clearly noted that most recruits to this newly formed directorate are
Alawite.

2. Security Unitsin the Ministry of Interior

Since the sirt of the uprising, all personnel and employees in the Ministry of Interior have
been enlisted as informants for the M® Furthermore, the ministry was tasked with the
responsibility of helping and aiding some security branches by making arrestsc¢taumndu
raids, and breaking up sits by force of arms.

3. Political Party Services( Ba6at h Party)

These are divisions, sections, and branches
tasked withcollectingsecurityrelatedinformation andeportsand providing ito the security
directoratesand the NSB. Theegulateddeploymentof B a 6 a t Headera antingmbersn

society helps the regime control all social activities and trends, particularly by granting the
party complet@owers of oversightoordinaton, and surveillance over its auxiliary grassroots
organizaions, such as the Revolutiona¥outh Union, the Students Union, th#or k er s 0
Unions, and the like.

4. Security OfficersStationed with Military Units

In every military unit, from theorps, directorates, and divisions, to the smallest military unit,
there is a securitgervicesofficer whois stationed there to secretly surveilerything that
occurs within his unit among his officer colleagues, his superiors, subordinates, anceaven th
families andcivilian acquaintanceslThe deployed officersubmits reports pertaining to the
simplestmattersof everyday affairs to the MID or the AFID so that they, in turn, can investigate
the issuefurther. Most of the time, the MID and AFID carry out their measures without
verifying the credibility of the information isuchreports.

5. Nati onal Defense Forces and Peopleds Co

After the spark of the Syrian uprising, the Syrian regime, with direstifrom Iran and
coordination with th&RG, resorted to formingsoal | ed Nat i onal Def ense
Committees, which transformed during the crisis from military bodies to auxiliary security
institutions with their own special prisons and invesiign commissios. These groups are
essentially an army of mercenaries, crime lords, and unemployed citizens who haviedoken

to fight alongside the army and the security services. These individuals enrolled in the National
Defense [/ P e o pot autéofbelie® ar faithj butttoeears an illegal livelihood by
carrying out theft, looting, blackmailing, and kidnapping. In addition to their work as
informantsfor the army and security services, most of the time the information they provide is

@3 As of 2011, number of personnel in the internal security forces is approximately 78,000; 6a@thhgeand 11,995 officers and
noncommissioned officers. The number commissioned officers was about 2,000. This number does not take into accountthrecuwitber
in the Syrian Army, who were then distributed by the Ministry of Interior to be used in brigades, battalions,sahéupibtected security,
the regime, and carried out special missions. The number also does not factor in doctors and nurses working in thie Mihisiryoe r i or 6 s he a
facilities, as well as personnel of the Ministry itself spread out among 15 datstoi4 police leaderships, 64 regions, and 280 districts.
These statistics were obtained through the researcheroés meetings
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frivolous and sectarian, the goal of which is to prove their loyalty to Assad. Tdymsts
cannot be contested by other agencies andatinertaken as is and used bases farandom
arrests and even murders

Based on what has been previously mentioned,is noticedt hat al | of the Sy
facilities and institutionsd ur i ng Assadods atuhe dispasal eand eostele nt i al
of the security servicesdirectoratesthat servethePr esi dent 6s 1 nterests,

interests, or both at the sare time.

Evaluation of Security Performance in Syria

Theabuses and violations committed ®yrian securityagencies have mounted on all levels:
socially, economically and politically to the extent it has become a systematic and a well
known culture andnactice expected by all security officers and agen@iesse abuses can be
categorized orfive levels, all of which create a climatd suppression and corruption in
society. These levels are listed below:

1. Working without a Plan

Security workhasbeen bound by the objective of trackifigd i r e c t and noohitaring o n s 0
social and economiitinctionsaccording tdluid standardsiot regulated by angpecific legal
foundation Furthermore upon examining duties and performance outcomes of security
agencies it becomes clear there is no indication ofstrategic plaron all levels:

T PlanningoUpon observing the dynami cs amyfinemecur it
course of action that it follows, except for the further empowerment of the regime. There
is no official assessment of the real power possessed by directorates, but in fact there is
an exaggeration of the tasks and responsibilities of thosgufims. There is no
objective needs assessment study that every directorate conducts according to industry
standards relating to objectives and capacities. Security work is rather closely linked with
militarizing the civilian population to turn them atsecurity agents and informants,
which in turn made these agencies a locus of concealed unemployment.

1 Strategic Goals Security services and networks are generally limitefdiffd two goals
Thefirsti s connected with t he clivesgnenieaédsaboeex pect |
while the secondhvolvesviolent intervention immatters of societadecurityin orderto
controlits parameters and not solve its problems. Several great strategic objectives are
absent from current security practiseich as:

1. Maintaining citizers flentity and civic work.
2. Promoting dialogue amorgvilian sectors.

3. Economic security.

4. Developingsecuritywork.

5

. Constructinga cohesivesecurity sector.
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1 Human Resources Training and development programs are limitedimproving
physical capabilities of personnel, criminology and technology education, as well as
the indoctrination with the ideology of t
What the programs lack, howevere sessions that helpoostthe competency of
security personnel either in the field of security sciences and its modern instruments
and methodspr increase the level of education and familiarity wiita legal system,
or help buildbalanced relationsps with the security sector.

1 Budgets Because ofhe absence of anglear supervisory or oversight authority,
nowhere can anyone find the basisfoh e budget éds preparation
components as well as its calculation methods, and its consistency with the overall
national economic conditiong his further reinforces assessment theories regarding
these agencies on the lack of transparency, monitoring or evaluation mechanisms.

2. Legalizing Violations and Repression

Several nAl awsacc hheadv @ nbteoe ns o c ithathayedben dpriveld fromc  a wa r
t he security eractice and eutupefrom @td detairanenpreceduresto its
investigations and accompanyinghumanemethods used to extract confessicaisg to its

abuse®f detainees. These practieesre legalized andormalized particularly after the power

structure wasonsolidatedaiuring the events of the 198@8ough practices that were engaged

in by individuals and adopted by the security establishment as a.Win@enost significant

elements of thisultureinclude:

1 Giving security agenciesoperrended authority to apprehend, search, investigate,
interrogate, detain, wiretap, and arrest under martial law any citizen wittaining an
approval by thgudicial authority. In other words, tregenci es 6 power i s
when carrying out these operations and no branch or department has to abide by the set
legal time limit when holding or detaining citizens. Accordingly, a detainee can be
imprisoned for several months or years without eygrearing before a judge.

1 Deprivingcitizens their right to requestraling from the judiciaryon the legitimacy of
an arrest blocking the right to defend detainees or appoint a lawyer during their
detainment by the security services, barring detainees from knowing their fate, the
charges against them, and not allowing them visitations or even knowing why they were
arrested.

1 Sewrity agencies regularly exceed the legal authorities and jurisdiction stipulated by
existing laws that established those agencies, and interfere in areas out of its authority of
jurisdiction. An example is there interference of Military Security Diret¢oirathe lives
of civilians in matters not related to military affairs, as well as with regards to opposition
movements and parties. Security agencies pressure -a#giroe political parties as well
as neutral parties, and target members of oppositidrep.

1 Security agencies often submit requests to wiretap communications of any person or
entity without abiding by legal boundaries. Any agency or directoratevoatap any
person, even if the reas@personal. Secret surveillance operations ofattspand the
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video and sound clipsesulting from such action,could be leaked or accessed by
dishonest individuals within the security services.

1 The absence of effectiaversightols e c ur i t y oldadsitanajoeabusedeing o r k
committed often esulting in the death of detaineeapeincidents, and the killing of
detainees withowtny inquiry as to the reasons for such incidents.

1 Securityagenciesrrest thousands of Syrians for unknown reasons, the majority of which
are never handed over to fludiciary for manymonths. Instead they are handed over to
military andcounterterrorism coumd. Furthermore,liere areghousands ofietaineesvho
died under torturéen regime prisons.

3. Instituting Sectarianism within the Security Structures

Security a g e n dcheadss amdcommissionedofficers are appointed on a sectarian and
confessional basis so as to preserve pawttin those groupsFor example, the majority of

personnel and officers in AFID are Alawitnd the majority of officers and key persehin

critical departments and divisions of other security directorates are Alawites. On a secondary
level, other minorities are also disproportionately appointed to key influential positions.
Loyalty, rather than competemcremains the main basis for pntmens. There are
nonethelessensitivepositionswithin the security services that must remdominated by

Alawites, such as Branch 251, which is the internal branch in the GID. This also goes for the

MI D6s Branch 293 and t he SlIh@&sbesempossibesotariygat i on
nonAlawite to head anyf these branché&?

4. Intentional Lack of Coordination across Agencies

The institutionalized practices of na@oordination across agencies resulted in officers and
agents abusing their powers by exploiting private and public state institutions, facilities and
resources. This lead to the incapacity otistal oversight, the restriction of any public
engagement, and the forced nonparticipation of citizengh® other handhe decentralized
nature of security related decision making processes sumvessigating and detainingakes
citizens liable fo questioning on the same matter at multiple security branches, effectively
crippling any societal movement with a prevailing security culture.

5. Exploiting Authority and SpreadingCorruption

The constant interference of security agencies in the widheqolice force, aniilrug units,

and all other institutionsincluding civilian and service providing bureaas well asthe

judiciary has contributed to theide spreadohenomenofii b | at ant ehbythese ac h me
agencies on the power and authoritypoth governmental and private institutidos personal
interestsnot related to intelligence workihis has alsacontributedto the propagation of
practicesthat result in personajains and material benefitghile turning a blind eye to
administrative,professionf and even penal crimesAt the same time, this conduct has

@9 See the supplement published by Hicham Bou Nassifinhisgiufiyn e Oppressi on of Sunni Oof fi-cers in th
Cl ass Of fi ¢ &rJsmhudriyaMebsite. An@:Http://aljumhuriya.net/34927
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deepene the culture of favoritismmaliciousinformantreporing, and led security personnel

to exploit thér authority that is sanctiondaly the regime, namely to datkmailbusinessmen
manufacturers, and investors. All of these actistiesn froma lack ofan oversight authority

over security personnehnd restricting any disciplinary actions to internal procedures
dependent on the discretion of their superior offidéshould also be notatiatprocurement
contracts for the purchase of technical equipment needed by security agencies is done secretly
without government supervision through deals between officers and security agents with
domestic orforeign entities. This makes corruption and embezzlement ever present and
unavoidable, while cases of security information Idakshe purpose dblackmai and direct
material benefihave increased due to lack of respect for confidentiality within security service
deparments
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Il. The Need for Structural and Functional Change

Causes andResultsof Deficiency

Over the past few decadele Syrian security services have been fihb stigko in the hand

of the regime anthave beemused, from the beginning, tieepents authority, dominate the
country, anceliminateits opponents. They have earned the terrifying reputatidheafrst
guarantors of government stability. As a result of the role they have played mersgthening

and protecting ther@sidentrule, theyhave gone on to significantly expand their powesys
interferingin all aspects of social, economic, political, and religious life. This also has spread
corruption, favoritism, and illegitimate wealdtccumulatiot hr oughout t he secu:
different detachments, turning them into a distinguished social class apart from the rest of
society. Consequently, what makes the security services deficimiigrevailing work
philosophy andsecurity doctrine, which serves the needs of théer morethanthoseof the

ruled.

There are two main sources of the security
identified. The first source lies in theiomplex and deeply invasig&ructure, which has helped

curb thesocietalactivitiesand limited itsability to advance and develop. The second source
pertains to their fluid andnrestricted functioning mechanisms, except when it pertains to the

duty of protecting and preserving the regime stability.

Other reasons behind the deviation of the securitymwa@ge in Syria from fulfilling their
objectives, includes the following:

1 The securityagenciesorrupt doctrine, which stems from absolute loyalty tonbad of
the regime and the resultipgor professional performance.

1 The serious overlap in the sed¢yragenciesesponsibilitiesand mandateften leads to
conflicting practicesand decisions in spite of there being a foundation for determining
thecompetencieand powers of each apparatus and the tasks assigned to them.

1 Whenfacing other securitgervicesthe power and influence afgivensecuritybody is
linked tothe pwer and influence of its chief leader.

1 Thehighlevel of competitiveness between secuaityencies and brancheake antipathy
between them, and tlace orsurveilling one anotr in the service of the President

1 Rampant corruptionn security agencies particularly after thg were tasked with
counteringsmuggling operations in border argasdits interferences municipal affairs
so as to block construction on farmland. Thés led many tte directly involvedin
smugglingoperationsand dominating the public sector with regardsngploymentand
appointments

1 The massivéuild-up of securitya g e n asisetssn&Gyria, particularby theMID, in a
way that does not correspd to thescope and volumef responsibilitiesassigned
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These continual failures and defects haeelled discontentand intensified popular
resentmentamong Syrians towards securiggenciesand their overarching unrestricted
authority over civilian fie in the past few decades. This has rendered the continuation of the
security servi cudidimpassole inthe afternsath dfe Syriaa uprasing

and the policies ofepression and corruption that have followed along with it. This is
particularly the case ever since the security services ledigtingthe Shabiha, egriminals,

and Alawite youtho confrontpopular protestdn the face othis level of corruption combined
with the transformationwitnessed n S yeacadyiagdfeastructure, theollectiveconviction

that there is no need for security services in the future has deepened.

SecuriiyAgenci es 6 Competence Check

In spite of the horizontaleploymentbf the military and security services on the |stalictural

levds, as well as their violemhodesof operation, the Syrian uprising has revealed a number

of factsthatindicate signs ofailureinthea genci es 6 p r oacocerdirsggitootsiowh ¢ o n d
said functionsThesandicators can be itemized the followingpoints:

1. Failure to predicthe early signs of the uprisingrhe official narrative concerning the
causes of the unrestsome of the nopolitical aspects of which were based on security
reports that were prepared to study the calusedicates that theecurityagenciesvere
merely fulfilling serviceorders The narrative held that i ma
had been put out, which, to the security serviceisforcedthe theory that infiltrators
were attempting to threaten public security. Theseals the depth of professional
incompetence of the security services and the weakness of thehtepluse to evaluate
societybs conditions.

2. Institutionaloverexpansiorand theechnical incompetenayf its human resource$his
resulted in the inabily of securityagenciego develop any nomiolent mechanisnto
confrontsecurity threats and changes. From the first day of the uprising, segaityies
faced groups of peaceful protesters and @s@gssiversiolence by shooting, detaining,
killing, and torturing them.

3. Accor di ngelstbos fTGwoeeobrby , 6 t he pr o demenstratesf i ma
from the very beginning the absence of any ability to engegeblic affairs. Inthe case
of Syria, it shows tht the securitt genci es wer e mer e pojiticl ul f i | |
goals at the expense of local structural unityndgcatedby theclaimsof sectarianism
and terrorismby protestors. The agencies spread fear amonwrity groups by
propagating anslamic narrative for the uprisinghereminorities will be eliminatedy
radical groups that were infiltrated by the regime.

4. Securityagenciedollow the strategy o$preadingnisinformation byadoptingtechnical
or detaitoriented flaws in how events abeing seen by the public, or by fabricating
stories and orchestrating responses to the aftermath while ignoring the real reasons behind
the uprisingThey even have put in place neviteriafor their general securitgpproach
based on conformity with theecuritya g e n oarraiged
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strategy:

The rflagnime r e al

security or military calculations would move tpeotest movemenfrom a controlled
variable tochaosand thusdefeatthe governmentTherefore, the military advantage is
essential to control the political process. Using this strategy, seagetyciepushed
societal forces towards militarization of its struggle by the excessive use of force and
violent repressive practices.

Theerngr al

adheread to dygegudity networks andgencies in dealing with the
uprisingrelied on pushing society towards their spheréiaf o nt r o | @ Rrdm thisn f | uen
several systematic policies hagmergedo achieve this end withouegardto losses of human

life, tradition, economic power, and state institutions. The fitpetew illustrateghe security

a g e n geographical spreatt the start of the uprisin(éﬁ)

4% Armored Division
Republican Guard
Special Forces

Military Intelligence
Barracks and Institutions

Military Camps Scattered
throughout the suburbs

Inside Cities:

Security agencieshave also exaggeratédeira b i | i t vy
exploiting other state institutions to achieve their own ends. This has thrown other state
agencies into the heat of conflict with the uprising. Military and security options have only
prevailed from the perspective of the political, needind administrative agencies that justify

and legitimize their actior{8?

Political
Coverage

Media
Propaganda

Military and
Security
Action

Government

Support

Social
Justification

Intelligence Branches
Criminal Scurity Banches
Ba@thist Branches
Popular Organizations
Students Unions
Provincial Institutions

to

Galkbyhi dvei sucg

@9 Maan TalaaThe Syrian Uprising: Beginning of ti&tory, study published by the Omran Center for Strategic Studies, 22 July 2014. Link:

https://goo.gl/HtXRKA
@9 |pid.
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Description Requirements

No serious study only develops visioaad strategies for improving the performance of

security agencies without first clearly providing answers to the primary question at hand with
regards to the subject of reform and developmBogs the Syrian state possesseaurity

sectoror does it merlg have agroupofagencies nd net wor ks t hat wor k ir

The notion of a securitysectorsystemrefers toa systenthate nc ompasses al | of
institutions andther relevant bodieand that undertake the role of ensuring theusgcof
the state and its citizens. The most important of these bodies ifclude:

1 Political securityactors such as the Armed Forces, police, gendarmerie, paramilitary
forces, Republican Guard, military and secuatyencies coast guard, border patrol,
customs authorities, reserve forces, the internal security units.

1 The security sector administration and oversight bodies, such as the
parliament/legislature and its legislative committees, the executive branch, Ministry of
Defense (and its national security advisory bodies), traditeordiecognized authorities,
financial managemeninstitutions, civil societyorganizationgincluding the media and
academia), and negovernment organizations.

1 The judicial branch and law frcement institutions, such as the Ministry of Justice,
bureau of prisons, criminal investigatiotise public prosecutigrihejudiciary, judicial
ruling enforcemenbodies traditional and customary judicial structures, human rights
committees, and contgints investigators.

1 Unofficial civil society institutions, such as media institutions, research centers,
influential public policy organizations, religious institutions, and the like.

Based on this definition, the Syrian stdtees not possess a sectyrisector to be reformed

The requirement of a viable, effective, and beneficial security sectdeig d@emandduring

any transition process to a safe and stable state. If scrutinized closely, we will discover that
security work in Syria falls into twoategories:

First: Control and policing divisions: The MID and AFID are divisions of the Syrian Army
and the Armed Forces, the GID is a division
Party, whereas theSDis a division of the Ministry of Interior

Second: Regime Military-Security Networks: This particularly relates to tHeG and 4"

Armored Division, which shoulder the burden of engineering security operations, regulating

their foundationsand relationshipsensuringt he r egi me b sarmngng out alli t vy, a
procedures and operations within society when any security threats arise.

Accordingly, the official security agencies as well as the legal systemegulating their

operationi whether in terms of legitimizing or legalizing certain societal security
responsibilitiesi are the targetof the reform (or deconstruction) process. This will occur
in line with clear social considerations and standards and on the basif building a truly

cohesive security sector.

@7 Kristin Valasek Security Sector Reform and Gendénited Nations Institute for Training and Research, 2008. lhitik://goo.gl/aeE20y
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Learning from the Experiences of Arab Spring Countries

Despite the particularity of every country undergoing transition, the localized characteristics
shared between Arab countries that have experienced widespread social unrest are numerous.
At the top of this Bt is the concept of security and its associated institutions and formations.
Demands for reforing and building a new security sector consistent with dynamic
communityis a fundamentahstigator behind the spread of demonstratidmghis context,

theout comes of these countriesdo reform proces
the details and observat®mf which should function as lessomsreformingSy r i ads own
security servicesThe process of reforming the security sector in Arab camstill faces a

number of complex issues, which Yezid Sayighhis study on theéilemmas of reform and

policingin Arab transitionsencapsulates in several topics, the most important of which are as
follows:?®

1 Authoritarian regimes evolved systewfsgoverning in the decadg@seceding the Arab
Spring that drew most political, social, and economic aetodsnetworks into their orbit,
prompting them to adapt and accommodate

1 The dysfunction of public institutions and the worthlessness of securiynrefithout
reforming state institutions.

1 The extreme fluidity of postiprising and postonflict transitions makes the task of
reformingthe security sector exceptionally difficult.

1 The neglect of local and international actomio endeavor to politice the transition
process, which serves to further undermine the state and eliminate comaagoity

1 The political economy dilemma with regards to vocational training, social welfare,
reform costs in the security sectand the expected outcomes oforafing job security,
and the effects arising from masgoffs.

1 The expectations about rebuilding or reforming the security sector (and the associated
criminal justice system) vary based on sosettorsand values, which must be taken
into consideration

1 The general absence of acceptaplatforms and spaces to wage peaceful polijtics
whether officially or unofficially

1 The focus of local governments and their regional and international counterparts on
counteringterrorism, which rules out any seriouseada to reform the security sector.
Instead, it strengthens the tendency to use coercion in security dealings on all political
and social levels.

As a review of the faltering, halfhearted attempts at security sector refdgypt, Libya,
Tunisia, andremen after 2011 shows, their interim governmeeigher leaned instinctively
toward openness nor methodically pursuadie-ranging dialogue with the security sector,
political partners and rivals, aivil society. Thispresents a negative reality in ttaee of
promoters of change and reconstruction ofppropriate security sector capablaleéling

@9 Yezid SayighDilemmas of Reform: Policing in Arab Transitigi@arnegie Center for the Middle East, 30 March 2Qirk:
http:/carnegieendowment.org/files/CEIP_CMEC61_Sayigh_Final.pdf
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with all urgent and unexpectedriables particularlyoutcomes posey the binary of
extremism andonfrontational policy choices.

The most important lesns gleaned from the experiences of Arab Spring countries that should
not be neglected during Syriads own refor
spite of the density of the information on them, into the ten following le$$dns:

1. A transitioral process that creates hope and high aspirations for citizens who were

politically, administrativey, socialy, and economally margiralized to be mobilized
without developing, implementing and empowering them with practical and systematic
reform prograns on all levels, including in theecuritysectorin fear ofa presumed
overall collapse will create a conducive environmehest exploited bycounter
revolutiorary groups similar to what was witnessedegypt and Tunis.

It is essential during any transitional period to pronaiidéogue between the ciiah and
security sectors. This process has two prongs:

a. Establishingoroceduregor accountability and oversighff the security sectand
at the same time supporting pee$ional and vocational capacity building programs
for its staff and a review adalariesworking conditions,and policies regarding
hiring and promotion

b. Building popular support and solidarity around public safety and security principles
as well as estdishing institutionsthat focus orevaluating and monitoring the
securitysectorsituation, itsrequirementsandworking mechanisms.

The deep correlation between security sector reform and executing legal and
constitutional amendments should be realizZedthis regard, international agencies
operating in Tunisia, such as the United Nations Development Program and the Geneva
Center for Democratic Control of the Armed Forces (which partners with the Tunisian
government), are of the opinion that securigrvice reform requireshanges all
legislative, constitutional, institutional, and cultuealels. This needs to occur along with

a focus on the imperative of establishing programs in the Supreme Judicial Institute
designed to counter corruption, respéciman rights, and guarantee the principles
outlined in related international treaties.

The importance oflarity andtransparencyn the overarching governing principles and
procedures adopted bgecurity agencies:In Egypt, for example, even thougthe
transformation of thé&tate Security Agencyinto the National Security Agency, and the
revocation of many of its authorities and responsibilities that do not conform to their

@9 To examine these experiences, see the following links:

1.

2.

3.

Yezid Sayigh,Crumbling States: Security Sector Reform in Libya and Ye@&megie Center for the Middle East, 18 June 2015.
Link: http://goo.gl/3M0JoF

Dr. Ezz edDeen Abdul Mawli,Spotlight on the Tunisian Experience in Democratic TransitAdinJazeera Center for Studies, 14
February 2013. Linkittp:/goo.gl/VEkaBC

Heykel Ibn MahfouthSecurity in the Transition Stages: A Look at Reforming the Security Sector in Tunisia Three Years into the
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i ntended function and issuance of a fncode
Interior were all important steps, howevitrere still remains necessityto forgea new

social contract between the people and the secagéncies. In the absence of clear
mechanisms of transparency and oversight, security agencies will contingiote

itself as the safeguard of security and stabiity the other hand, the transition process

in Egypt neglected th@eed to restructuréhe securityagenciesand kept in place
departmentand units whose role is to curtail any opposition to the regim

Seizing the historical moment of political change by creating political consensus among
relevant actors on the overall framework of reforms and on developing the necessary
supporting institutional mechanisms for the proc€ke.Libyan experience demsinates

that the absence a&fuch communaunderstanding as well as the presence rgid
institutional restraintszontributed to reducingecurity sector refornts the dismissal of
thousands of ranking officers and agents. This was also cowfitethe enactment of a

A p ol isdlation & that wasexpandedo includeboth political and administrative
positions Similar dynamics in Yemerresulted in intensive mobilization of anti
revolutionary forces that encouraged competing elite faalesild political support for

itself within the security agencies and outside of it in order to solidify its position within
the new governing scene.

Giving the appropriate legal framing, reporting mechanisms, and appointment process

for the chief of the pblic security agencyA number of security expertgho monitored

reforms enacted b g y p t 0 ssedoe suggest thatthe chief of the agency should be
selected by the President from outside of
parliament afr a special hearing that includes a discussion of overall policies and
procedures for the security agency, an agreement on term limits for the chief, his deputies
and top aids to be tied with presidential term limits.

The overall objective of reform proceses orrestructuringschemesof the security

agencies is to ensure tlwehesion and stability of societal foundations without any
intentions for revenge among political and religious actbis.imperative not to fall

in the trap of copying the negativeappl i cati ons and distort:i
policingo prevalent in some countries by forming and legalizing paramilitary and
armed groups for the purpose of fAmaintaini

It is necessary to consider and take into account in trarditpmograms the unique

societal dynamics and avoid any conflict with its collective identities. For example,
framing certain reforms as being in fidefer
|l sl ami stsd or the ot her easamywestarncstatasdwillbeor t h
perceived as ignoring societal dynamics. In Tunisiee major failure during the

transition process was the fact that initial effortéatanch security sector reformsere

not supported byociety and was introduced withinvary polarizedfisecularversus

Islamicd context when it required creating political allian@esl societal consensus in

addition to cohesive reform polici€®

GOAL |
for

Laareayedh, frtoyn the|] dRteanc i & s i@ Whmniter pIBngpoténtiaryhatrwasssgeaidllyeagpoibtgd a
the reforms in October 2011 shortly after he beaiarmeurityli ni st er
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9. It is essential in the reform process to build a unified security body responsible for
national security affairs. It can be said that in Libya, security agencies thafonressl
after the revolutiormergedgroupsthat belongto militias with conflicting @als and
intereststhose creating an ever deteriorating security reality that is difficult to rét8rm
When the Libyan government launched a campaign against nitiaaslid not jointhe
official state securityagency the militias opted to withdrawo preserve their military
power rather thajoin the agency and confront the clashing interests within the agency
This rendered the matter of arms control in Libya an issue of utmost difficulty.

10.Changingthe top leaders of security agencies is merelypeeicial procedure and not
real reform A national consensus over reforming the security sector is an essential
condition for a transitional process with fewer challenges and obstacéemen, for
instance, the removal of senior security officildgal to Ali Abdullah Saleh did not
reflect a noteworthy change in the secuatency practiceé$? The reformof Ye men 6 s
security sectoshould put an entb the phenomenon of multiple competing security
agenciesput in phce effective legislative, judidiaand civilian oversight mechanisms
that monitor the security services. Likewise, ititerference bysecurityagencies in the
political spheremust be bannedand mechanisms fdransparency and accountability
should be mandated.

DeepRooted Challengesn Syria

Deeprooted tallengesthat hinder securitysectorreforms on multiple levels stem froma
deteriorating state of affairs ofiaf a i | e chusedtbytivoefgctors:

The firstis the hijacking ofsecurityagencies by theegimeforcing it to adapand implement

its security and military policies as dictated by the security/military networks detailed above.
Additionally, the regime intentionally left a vacuum in the societal functions of the state as a
result of prioritizing military and politicalicthensions by most relevant actors that did not take
any action to prevent societal divisions and polarization, and the politicization of public
services for the benefit of the regime even in the basic affairs of daily life.

The second factaelates tathe monopolizationof power byreligious, social, and economic
groupsthat are most loyal to the regime and their domination indezysionmaking posts

within state institutions while completelyeliminating and crushing othespponentsand
depriving them ofjovernment services. Thmaturallyreinforcespragmatist perspectives that
effective reform policies should be comprehensive and not enacted individually since the
process of rebuilding the state and a constructing a democratic governance systemtae esse

officials amidstacusati ons that he was trying to assert his partyo6s contro
Renaissance Party and Nidaa Tounis to placate the security sector probably by increasing salaries, dissolving legabaias i r@sd

furnishing it with new equipment. This enabled him to entrench himself and resist efforts to make him more transpaniraadlec

@ For example, the High Security Counicianalogous to the Libyan police fordess made up of several litias that pledge their loyalty to the Council. Meanwhile, the

Libya Shield Forces oppose the militia alliance with the state in Misrata and Zintan and work as a counterweight tatNetidngd Army.

©2 Yemeni President Abd Rabbuh Mansur Hagide modifications that encompassed certain ministers and security officials in a step that aimed to reduce the power of

former president Ali Abdullah Saleh. Moreover, the Prime Minister removed the director of the Military Intelligence Deectdrde head of the National Security Bureau

because they were close to Saleh, appointing Ahmed Mohséafed] who was a major former official, to the Ministry of Defense, and Ali Hassamhmlkedi, former

governor of Shabwah Province in Southern Yemen, to¢ieNational Security Bureau.
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requisites for the rehabilitation of security sectorsaurgecting them tobjectivegovernment
oversight.

There is no doubt that all of these challenipas continue to impose itself on the scene during
the years of conflict will becoman exhastingfactorin any reformproceduresind processes.
This demands unitpf national perspectives and positions with regardgh¢onew national
security strategyOf these challenges we can highlight the following

1. Rebuilding prevailing social and institutional allianceselied upon by former
authoritariarregimesby replacing them with new arsiable alliances maké¢he process
of building a new security sector during the transition process more coherent and
cohesive. This requireseting asideall sectarian, ethnic, and partidaasis of operation
by security agenciesnd basing theebuilding processn principles ofprofessionalism
and patriotism in a crogsarty and crossectarian mannef?

2. Aligning reforms with the concept okdentralization (with its different types) since the
trend displays a fragmented and eroded central authority, thus requiring an ability to
carefully draft the reform process according to the requirements of local empowerment
and overalhational needs.

3. Taking into consideration thealisntidealismbinary, since thaature of securityelated
work in Syria both locallyand regionally cannot baddressed by extremely wishful
theoretical proposaler future security sector. This wilut such idealistic mposals for
a future security sector in the face of many obstacles at very early.stages

4.1t will be difficult to control for all fo
as a result of sever al reas ondeeplyredtedt i ng |
networks thaireempowered with necessary toatspertise andnechanisms to spread
and managehaos to serve their political objectives.

5. National authorities are absent from the scpadjcularlythe judiciaryand militarythat
are considred to be the two main pillairs safeguarding national security. Additionally,
it is difficult to form strong political and administrative institutions thave the true will
to change, enjoy popular support, able to improve oversight and legal amdl soci
evaluation mechanisms, and construct a coherent security sector thasecteoran and
relies on societal consensus over the features of a social pact and principles of fair
economic principles.

6. Local actors have conflicting security visions andigiathe regime and its loyalistsll
not accept anyorm of reform or upgrade in the work of security agenbiesause tht
would undermine theinegemony and ability to govern, in addition to considering all of
the opposition as terrorists and legitimiteyets for security agencies. On the other hand
mostopposition political bodies adopt a demand to completely dismantle and break apart
security agencies and dismiss all of its members, and then forming new agencies with no
connection to the former seatty system. The opposition insists on completely breaking
away from all current state security institutions.

@3 Yezid SayighDilemmas of Reforpibid.
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7. The Syrian crisis has been internationalized and very few cards remain in the hands of
Syrians. This requires a systematic approach to take batlotof Syria through ending
sources of political polarization regionally and internationally that increases the more the
conflict is prolonged. Work should focus on crafting security arrangements that address
local security threats withoapposingregionaland international securigrrangements.

8. Several transnationgrojects have spread into Syria whether linked with ethnic or
religious aspirationgparticularly with theabundance of local conditions that facilitate
and encourage such projects possessing an atalitypstructreform processes. This
requires the prioritization of confronting such agendas and projects.

9. The unique naturand characteristiasf the Syrian upsingin comparison to the rest of
the Arab Spring nations due to the confl i
multiple social, confessional, and national dimensions. The conflictdeao the level
of an evolving globalvar on Syriarland, asthe nature of the conflict havolved during
its different phases to new dimensions with different outcomesh as thaijacking of
state institutions and its full resources
and militias. Thignakes the process of rebuilding or reform very challenging, therefore
building national consensus and a unified political visidhhelp guarantee theuccess
of this transformation.

10.There is a strong correlatidretween restructurinthe security seot and the political
will for changethrough apolitical transition lasedon the values of justice, democracy,
and effective community participation luilding state and society.

11.Security, stability, and the reform of state institutions cannot be imposeth
environment of military and security chaos in terms of the lack of any arms control and
the high degree of fluidity in security conditions that is conducive to using violence to
impose political projects.

12.The collapse of the Syrian economnyd levelof massive infrastructure destruction poses
a real challenge to the reform process of any agency or state insfifition

13.There is an alarming level of tension and polarization based on atteotygical, and
sectariarbackgroundsThiswas a result athangesnd shiftan the naturef thepolitical
conflict as well adocal and international policiesf managinghe conflict.

14.The absence of transitional justies an essential component to be agreed upon
political negotiations among inteationaland regional actors increases the chances of
retribution and acts of revenge and intensifying societal tensions, thus becoming an
obstacle to the restructuring process.

It is worth reaffirming the assumptions tfiis studyhere as it is not possible tdiscussthe
restructuringdf security agencies i@yriawithout first discussing the form that the Syrian state
will take after the war. There is more than one scenario concerning this quastesriralized
state, an administrative decentralizationadederal or confederate system. What has been
outlinedis consistent with bothcenarios: administrative decentralization or a central state.

@9 Reforming the Security Sector, Report from the Day After Project. hittk://goo.gl/EWQLgK
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Reform Theories: Deconstructionvs. Reconstruction

Basedon what has been mentioned above with regards to theisega g e nci e $lavs ser i 0L
and deviances both structurally and functionally, calls to fully dissaitekedo away with the

security services entirely have becomerefrequent. This is becausé agrowingconviction

among someaegmentof society thathere is no need for these apparatus®s more This

position may seem reasonable as an immediate reaction by many to the grossly abusive
practices and attitudes of security agencies witnessed by Syrians, as well as its systematic
chronic failurego protect citizens anghreservénumanitarian value3.he agenciesaveproven

to only work on bolstering its absolute loyalty to the regime and protecting its authority
tirelessly by repressing al/|l activitibes that
viewed from the perspective of the close link and mutual interest shared by the regime and
security agencies, such that the absence of either one leads to a loss of interests that are deemed
by security agencies as Al egitimate and ongo

In spite ofthe objective justificationfor these calls, security is an absolute necessity and of
utmost importance in the context of any transition process, particularly in Syria and its position
as a sensitive regional and international counterbalance. Generaflgkisyy, the most
significant function of the state is thatmfoviding securityin order to attain sociatability,
shielding the country from security breaches that threggesocialcohesion, and protecting
thesovereigntyof the stateSafetyand seurity in any country is the foundation sfistainable
development andvithout it the country will face tremendous challenggseeslly in post
conflict phasesvhen society is exhausted adistracted while simultaneously undergoing
reconstruction and reifdding processed he absence otal and sustainable developmputs

a stop to reform processes and thus an absersoeial, economic, and political stability.

Theproposal tadismantlesecurityagencies and networks and cease all its operationsuvitho
rebuilding a national alternative with a coherent structure and functions that are closely related

to its naturemust beruled out, particularly during the next phase of new Syria that has
witnessed many crodsorder projects that attempted to deepbtiitself within Syrian society.

Therefore thetheory of dismantlinghe existing securityagenciewill lead to thecomplete

collapse of the statélencethedemandno st consi st ent itspiadtidteandhe nr e
approach necessity of secusito bi nary appear sresraturingesecurtye i mp ¢
institutions in the nexphaseso that theynaintain a reasonable matching standard of operation

to that of otheradvanced countriesasedon sold foundations of servinthe nation and its

citizenry.

The term Ar edfined aswcaking the megedsary correctionthe administrative,

technical, economic, and financial structuaesl systemsf a givenagency in such a manner

that allows it to remain in operatioachieveits appropride benefits The main goal of
restructuringan institution is to increase its efficiency and benefits that correspond with its new
objectives and theequirement®f the next phase. In this context, the process of restructuring
securityagenciesnvolvesrebuildingthemin a manner consistemiththepu bl i c6s i nt er
be protectedrom threats taheir security andgtability, andsafeguarding the free operation and
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growth of civic activities and institutionghus, the restructuringrocessmustinclude the
following:

1 Rebuildingorganizational structures of security agencigss also includes theeed to
either eliminate or mergecertain agencies and branches or establish new ones. This
process also includes defining and upgrading overall goals gedtivbs and specific
outcomeghat the security sector seeks to achieve in the long term.

1 Determining effectivegoverningsystems and standargest suitable for the conditions
and operational peculiarities of security agencies, such that upgradirigroring those
systems takes into consideration the practicality of its implementation. Additionally, it
will ensure clarity in operational procedures and oversight mechatiisough asetof
bindinglaws that correspond with judicistandards and procees

Any countryods national s ec uframéwprkdioentwio mans | t s
principlest hat r epresent the <cor e sobereigrityewvhichtisat e 0 s
def i ned a s contiolef fulk jorisdiction gvéits territory independent of any other
authority as long as this jurisdictiols not restricted bynternationallaws. National security
functional domain is considered a direct outcomésxovereignty in that it is an idea based

on t he s authdrity td defehddatgekh and protect its security by takalgnecessary
measures. The secopdnciplerelatestd h e st at eddvitalenseestsnvhichaefers

to a very fluid concept that at its core grants the state higher privileges and inherent authorities
to fulfill its interests over all other individuals and groups, therefore, state security represents
the prime domain of its interestdational security may at timdscomean obsession that is

then constructed within the core political doctrine of the state, thus influencing its approach
and practice by dealing with security as a mean and end goal at the same time. This is especially
observe when the state adopts a terminology of conspiracy theories or obsession with threats
and enemies in its domestic and foreign strategies, which is the justification used by police
states.The orientationof a police states reflected in many practices amorms the most
prominent of which is itsuspiciorand lack of confidence in the intentions of others and violen
conductdomestically andabroad.In the context of preserving national security, the state
furtherjustifiesactions on many fronts and efft creates situations that distract from internal
chronic crises or deficiencies within itself thjusstifying intrusions into private spheres,
purchasing new arms and weaponry and attempting to militarize societgnddtelangerous

and predominant goalf ahese types of regimes is that \ablently curbingfreedomsand
reducing authority to an individu#d justify totalitarianism.
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lll. Transitioning Towards a Cohesive Security Sector

Fundamentalsof the National Pact between the Security Sector
and Society

Establishing thenational pact, that determines thelimensions and scopef the mutual
relationshipbetween the securitggencyand society and clarifies ithandate rights, and
responsibilitiesjs a necessary prerequisite foitiating the refam process. To this end, this
study recommends a numberfohdamentalshat thissocial pacshouldincorporate

1.

The rebuilding processhould be based oa new security doctrine that centers on
securing the nation and citizens instead of the previous corrupt doctrine that was based
on the service of the President and his loyalists.

. There should be acomplete isolation of security agencies away from political

polarizations in such a way that peexs partisan practices within the security sector.
Furthermore, the security sector should be primarily concerned with serving the interests
of the people and providing safety and tranquility to all Syrian citizens so they may be
empowered to assume fglblitical, economic, social, cultural and religious freedoms in
accordancavith the constitutionand laws, while maintaining public order, respecting
human rights, and defeimd) the sovereignty of the state aitglterritorial integrity

Approaches and pceduredor offering security and judicial services to Syrian citizens
should be improved bygroviding professional training and mandatstgff development
programs to include specialized training dmman rights citizenship rights and
responsibilitiesand technical skills. Moreover, a clear legal framevahr@uld beput in
place to determine theompetencieand scopeof mandate forsecurity agenciesin
accordance with international human rights standards and agreements.

It is necessary to instituteffective systems of management, monitoring and
accountability in such a way that oversight monitors are empowered with the mandate to
examinedocuments and records that reveal professional and patriotic practices of security
agenciesccording tqrofessimal industry standards and indicators.

Reinforcing aculture thatawards thesecurity sectoan important value and position
within the structures of a new democratic system formed for the purpose of serving
society and its citizengrotecing the valuesof citizenshipand social justice, and is
founded on the principles afansitional justicetherule of law, and strengthening the
concept of citizenship. This culture represents a true break between democratic and
authoritariarregimes. Oversighind bah legal and societal accountability mechanisms
should be upgraded at the initial stages of the reform process

Establishing acompetentinformationagency responsible fatomestic security on the
condition that thegency complies witthe requirements @fiedemocratic transition and
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is subjecteddifferent oversight bodies (legislative, judicial, civil society as well as
internal committees).

Thegoal of restructuring the Syrian security agenciedn the future can besummed up in
the protection ofhestateand citizeis or finational security rather tharexclusivelyprotecting
certain individuals and groug the expense of national securisccordingly, thespecific
objectivesof restructuring securitggencies can be outlinedfatiows:

T
T
T

ProtectingS y r nadiadna unity.
Protecting Syrié borders and maintaining itsrritorial unity andcohesion.

Integrating professional and active participants in the Syrian uprising within state
institutions and security agencies

Putting an end to arming aneizing weapons from negovernment factions.

Working to safeguardpublic and private sectoinfrastructuresand preservingstate
institutions.

Protecting national programs ¢ounterterrorismand extremism

Securingplansthatreinforce civilpeace andase sectarian tensigas well as preventing
acts of revenge and retribution against minorities

Strategic Objectives for the Future Security Sector

First: Ensuring the safety and security othe country and its citizens through a series of
measures and policies thateinforce objective conditions for achieving stability.Among
thesemeasuresare the following:

1. Reinforcingpublic orderand the rule of law: This can be achieved by putting in place a

natioral strategy foraddressingsecurity threatswhether at the level of countering

attempts by former regime networks to take control of key power centers within the state

or at the level of confronting cro$®rder transnational projects. Additionally, the

soci etyds role and position should be rein
establishing order and the rule of law and develop community partnerships with the
security sector. Recapturing Syri agss sove
consolidating security sector authority, containing arms chaos, supporting civil peace
program, and strengthening the related legal frameworks at the same time along with
conducting coherent media plans and programs are all necessary steps to kake bac
control of local and societal security.

Putting an end to the abusive claims again
security crimes such assfrensoperlappinggrisdicaonsd t r e &
and scope of duties among differercurityagencies, and the lack of appropriatetoq

date legislation and laws, as well as weaknesses in the financial, logistdtakmament

capacities to counter real crimes that threaten national security. This matter necessitates

the separation gfowers between branches of government, supporting and protecting a
security information bank, reinforcing the position and role of oversight and complaint
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processing divisions, conducting capacity building and rehabilitation programs, and the
decisive cofrontation of all crimes against public properties and funds.

3. Putting an end to all phenomena that may legitimize fornrfawafritism and cronyism
by promoting a sense of national pride and loyalty and countering other forms of loyalty
to tribe, geographal region or province, confessional identities, or to party affiliation
where it goes against loyalty to the nation. Furthermore, it is important to clarify
procedures and systems that govern internal relations within the security agency, while
taking intoconsideration the need to develop integration mechanisms for socially diverse
groups in policies, plans and budgets. Additionally, systems of evaluation, assessment
and analysis, early warning systems, and complaint processing mechanisms should be
adopted

4. Reinforcing the principles and conceptsimtiernational humanitariataw and human
rightslaw in security sectoagencies through educational and training programs and the
adoption of a guide for security sector operation illustrating expecteghizestes that
conform to laws passed during the reform process. Work should also be done to develop
a code of conduct with regards to human rights standards within the security agencies in
partnership with relevant actors, and improving relations betweenrityesector
institutions and civil society organizations, and building the capacity of public relations
and media professionals.

5. Strengthening public policierelating to the core values for the security sector, that
should consider several standatiat make security operationsnore methodical and
closer to achieving its general goals, especially being consistent with the values and
aspirations of Syrian society, preserving a new national identity, protecting the
constitution, and ensuring the right ahdd eedom o f practicing on
beliefs.

Second:Building and developing the professional capacities for security sector personnel
to elevate the standards of operation of the security sector consistent with the
requirements posed by thedransitional period through the following steps:

1. Supporting the institutionalization of the security sector according good governance
standards, and ensuring the provision of services professionally, effectively and fairly.

2. Consolidatingegal and legigitive frameworkgoverningthe securityrelated workand
eliminatingcrossdepartmental commissioning loopholes (whereby security officers are
commission to other department and branches of government while reporting officially
to a different ministry). Fuhermore, enacting laws governing conscription and
employment proceduresccording to cleaand transparentriteria and pre-conditions
related tgoroficiency and physicalompetency.

3. Revising and reforming all existing personnaglated policies and retations by
completely repealing articles with undefined criteria and immeasurable standards, and/or
by developing newperformance evaluation systeass well as procedures for hiriagd
promotion.
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4. Adopting a unified and methodicaktrategy for personneltraining and ensuring
appropriate supervisidoy qualifiedtrainersin security affairs

5. Establishingunified proceduredor internal communicationsetween securitggencies
andproviding necessary logistical support.

6. Assessingexistinginfrastructure and abandoning what is deemed 4fionctional, and
establishing commissions tasked with improving standards of security services
performance while considering its needs and required resources.

7. Creating financiamanagemergystems andonstantly working tmvercome challenges
resulting fromlimited resources through a work plan that determmesrall priorities,
strengthens planning and coordinatrorchanismgsreallocates availableesources, and
streamlinesupport channels.

8. Building financial capacitiesof the security sectoin accordance with the financial
policies adoptethy the Ministry of Interior.

Third: Ensuring the synchronization and collaboration between the justice and security
sectors This is one of the most important factdos the successaand advancemerdf the
security sectothat will curb its unlawful and disenfranchising powers, and limit its intrusive
and authoritarian aggression over societal policies, provided that justice sector institutions also
undergo rigorous reform presses that isolate it from the regime and its networks. The most
important measures in this regard are as follows:

1. Institutionalizingthe relationship between the security and justice sectordanify their
mutual roles and mandate.

2. Establishing grotocol thatformalizesthe relationship between the military and civil
public prosecuon.

3. Mandating oversight powers jadicial bodies on detentioandrehabilitationcenters.

4. Issuinga special procedural guide that manages that coordination with theuic
prosecution with regards to its representation of the security agencies before the judiciary.

5. Conducting a full review of all existingnemoranda of understandirmptween the
Ministries of Justice and Interior with regards to judicial police work.

6. Enacting a special law for the militajydiciary by the legislative authority, creating a
legal framework that regulates forensic laboratoraesd amending laws and internal
charters pertaining to thmoliceforceandother domestic security forces.

Fourth: Confronting all potential security risks and threats in Syria by adopting a series
of counter-measures and policieghe most important of which include:

1. Formingcommittees thatocus oninvestigations andeekingaccountabilityfor human
rights violatiors, identifying those responsible, ataking them to court.

2. Reforming theapproachesindworking mechanism®bserved by the leadershap the
National Armed Forcesand launchingre-integration programsor Free Syrian Army
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(FSA) members by buildingheir capacity and competency to be able to carryolite

work and control local security, while reporting to relevant central agencies. This should
be carried out by first restructuring the National Armed Forces which requires
supplementing them withdditional military units/divisions and members

3. Pursuing confidenebuilding measures between the political leadershtpe opposition
and the FSA throughregular communicatio. Additionally, an initiative should be
promoted to develop leadership andnagement skills among armed opposition groups
and ensure their full compliance with the international principles of human rights.

4. Establishing an oversight committiat prepares the ground for launching and managing
security sector reforms during thansitional period. This committee can be formed by
civilian opposition members, the FSA, and defected security officers, then may expand
to include trustworthy members from the police and armed forces. This committee shall
closely examine the practice andnduct of members of armed opposition groups and
determine those who committed any violations and hold them accountable.

5. Controlling and securing arms lsgcuring warehouses that storaditionalweaponry,
and collecting all other medium and heavy weapordditionally, weapons stores
located in buildingc ont rol l ed by the Badath Party o
addition to popular organization shall also be secured.

The Restructuring Process
The diagram to theight illustratesthe ‘

stages and necessary measures for f Legal System
restructuringprocess that are based ol Incorporation and ReblaRaekage of Laws and Legislation
principles of change and a seamless 7
coherent transition, in fear of unexpected
results of sudden changes on the integri Structural Development ‘
of the country. It also ensures that securii Adminstrative and Techincal |, . o oo
. L Structure
agentes are restructured within the
national framework and complementing 7
other state institutions. These process Completing Construction of the Security Sector

shall reflect a series of political
agreements representing the true will fc
change and political transition without any controlling or authgah ambitions.

Strengthening Social Seci8ifpporting Civil Instituions

Phasel: Issuing a setof legislation anddecreesthat are necessary for the restructuring
process to address the following points:

1. Maintainingthe centralization of th&lSB and holding it as the head and leader of the
security agencie.he NSB, which may change its name, isgi@®erakecurity policies,
andis responsible for implementing them, aadting all legal measures that reinforce
security and civil peace
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2. Reconfguring the roles and functions carried outdegurity and military netwogkand
reorienting them within the military establishment newlans and approaches.
Additionally, ending and dissolving secondanyd auxiliarysecurity institutions

3. Merging the AAD andthe MID, and regarding it as part of tmilitary intelligence
institution, since AFID is part of the military and armed forces. The merged agency
reports directly to the Chief of Staff of the Military and has a clear mandate for
exclusively militay affairs, such as collecting and assessing intelligence information on
military and special operations, and protecting the military from any espionage or foreign
security breaches. It is sternly cautioned from interfering in civilian affairs, and whenever
collected intelligence and security information relates to civilian affairs it is forwarded to
the domestic intelligence agency or to the police or judiciary depending on the case. A
division or branch of this agency shall be responsible for securingumyiand civilian
airports and reports to the head of MID.

4. Mergingthe PSDwith the GID (State Security Agency) and positioning them under the
administration and managementtbé NSBwith its newnameasthe National Public
Security Agency (NPSA), the heaf which is appointed by a decision thie Prime
Minister. NPSA operates as an intelligence agency, collecting and analyzing security data
both domestically and abroad. It is also assigned the responsibility of protecting and
securing the state both dostieally and abroad. This agency shall have two main
divisions: the Domestic Intelligence Agency and the Foreign Intelligence Agency.

5. Outlawingextraordinarycourts,limiting the mandate of the judiciary to civilian affairs
including securityrelated crims. Furthermore, the military judiciary, the restrictions on
its mandate, and its practical operational mechanisms should be reconsidered and revised.

6. Ending all emergency laws (or similar temporary or exceptional laws) as well as other
unpublished laws regding arrests, detentions and trials.

7. Upgradingthelegislatiors that ddine crimes against domestic and foreign security that
fall within the mandateof the securityagencies

8. Subjecting the securitggenciego parliamentary oversight that monitors their powers,
mechanisms, and scope of work.

Phase I Launching systematic reforms to internalstructure to include the following
steps

1. Referringall personnel involved in war crimes, torture, and human riglbtations to
the judiciary and launching behawabandprofessionatehabilitation programs.

2. Rebalancing therofessionabnd membership structure of the security services, issuing
general work andemploymentlaws in accordance withhealth, psychologyand
educationatequisites without taking sect into accouarid repealing delegation laws.

3. Reintegrating personnel thatwvere notinvolved in war crimes and human rights
violations into the new securitggenciesafter ensuringtheir ability to integrateand
continue towork, andtheir capacity tgarticipatein the political transition process.
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Developing the administrative and techniaafrastructure for the securitpgencies,
taking intoconsideratiorstructural adjustments thatll be implemented sth that it will
be able to quickly resume its work and perform their mandated duties.

Maintainingdocuments and records belongingsézurityagencies and granting access
to its dataarchives (including data relating to public or private entitissucha way that
does nopose any risks to the state or sociéitias been proven that denyiting people
access to information leadswadespreacdtorruption andheabuse opower bypdiitical
authorities.

Dismissing corrupt members from security agenaeen if the judiciary is unable to
indict them for committing violent crimes or human rights violation

Rebuilding trust between security agencies @tidens so as to establishaoperative
relationship between them and change the stereotype heldriay Sitizens that the
securityagenciesretools of suppression and oppression used by the regime to dominate

Integratingrebel forces ito the military and security institutions, particulatlyoseof
influence and good reputation in theommunities This will directly impact thesuccess
level of the democratic transitional process.

Making the best use dafecuritya g e n duildngs@and facilities including all of its
contents and data, as well as the full archives, and preserving it to suppaty sembkr

or uncovering documents that help prove war crimes committed by the regime before
international courts.

Benefitting from material resources rd@magedy the war, such a@gschnological and,
communication devices and intelligence equipmentyvam#ting to upgrade it and use it
within its intended purpose.

Recruiting and making the best use of human resources and skills developed by many
opposition members who gained experience in security or intelligence work during the
uprising. Those skilledndividuals should be employed by the new security agency
according to professional standards, and be given special trainings to improve their
security and intelligence capacities.

Phase IlI: Constructing the remaining components of theecurity sector andestablishing
complementing working conditionsbetween the security and civil sectors:

1.

Designatingspecialparliamentary sessions to deliberatensider and adoghe security
plan andts budget.

Forming a parliamentary committedth follow-up andoversight authority ovesecurity
agencies

Empoweringhepublic securityagency witha media strategy thahshrines the standards
and value of security.

Holding organizedpublic dialoguesbetween civilians and the securigenciesto
address ways tdrengthersocietalsecurity.
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5. Encouraging the establishment of specializedurity research centers thatblish
researcho reinforce the complementing consolidation of different agencies within the
security sector

6. Regulating the concept odpid intenentionoperationdy instituting aclear definition
of national security threats and ruleofil peace

7. Establishing specialized security acadenuasffer professional training and educational
diplomas to new officersyoncommissioned officerandotherpersonnel.

An Overall Vision for t h @&latidnal Public Security Agency

From what was mentioned above, after the restructuring of the seagetgciestwo new
securityapparatuses will be created:

1. The Military IntelligenceAgencywhich isfully subordinate to the Ministry of Defense
and focuses onsecuringthe national armywith its various namesstructurs, and
divisions.This agencyhas namandate or jurisdiction oveivilians.

2. National Public Security Agency (NPSA): This agency issubordinate toPrime
Ministry, and is concerned witensuring domestisecurity and stabilitymaintaining
national identity, angreservingcivil peace.

The limits of cooperation between these agencies is based onthe principlé i nf or mat i
sharing a ¢ c o thd mamdatefdr each agency whileollaborating to protect the state
domestically andbroad, angbrotectingits sovereignty.

National Public Security Agency

Thisagencyi s concerned with safeguarding the coul
institutions, preventing security breaches and information leaksncovering espionagge
coordinaing with the stateinstitutions such asducation, media, and economic institutions in

service of the nationahterest and preserving the unignd integrityof the nation and society.

It comprises twagenciesThe first is thddomesticlntelligenceAgency and the second is the
ForeignintdligenceAgency. This is clarified in the figure below:
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National Public

Security Agency
Domestic Foreign Intelligence
Intelligence Agency Agency
|
[ | .
Intelligen rational i . .
telligence Operationa Information an Foreign Stations
Department Department Processes

First. Domestic Intelligence Agency (DIA)

The Domesticintelligence Agency@IA) encompasses intelligence and operational
functions. Its intelligence activity centers arouhd following measures:

1 Administrative measures: Following @mthe execution obrdersand measures related
to security planning, protection of secrets, and preventing breaches and information leaks.

1 Legal measures: The are measuresnd procedurethat ensurelegal protectiors for
security personnel operations, often submitting proposals for laws and decrees to be
enacted to assist in facilitating and improving security work

1 Military measures: If the count@ntelligence services discover eithetsaof sabotage in
a certain region or oper at iitovil deploymilitary t hr e at
forces to confront thesacidentsand blockade or raid a certain area with special units.

TheDlI A6s oper at i on aihfornsaton gathering aedsoufceontanagement
One of its most important objectivespgeservinghe securityand secrets of thretate, andhe
political, economic, and securitesulting ramifications Additionally, it provides border
control services to monitor inwé and outward movements, safeguards all national political
activities whether of the authority or other local political entities, uncoverspesents
sabotage activity, and provides security for importaational sites (such as ministries,
electricity plants factoriesgetc) andcritical military and civiliantargets.

Operational activies areassigned according the following departments:

1. Management of agents and sources: Tasks include recruitment, coaclinigining of
agent and soursgandmonitoring their activities.
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2. Technical Department: Manages technical and electronic sources, gifaarsdoffers
technical support for counter intelligence and electronic archiving operations.

3. Information Analysis Department: Analyzes and evaluatEsnmation then acts upon
the analysis and provides recommendations on how to maximize benefits from such
information

4. Field Operations Department: Carries out surveillance, protection, and communications
operations, as well &xecutespecial operationsuch as raidingacilities, and arresting
suspects in accordance to an arrest or seaactamnts.

5. CounterTerrorism Department: Specializes in gathering information about terrorist and
sabotage activities and movements praposing how best to resporaduch threats.

6. CounterEspionage Department: Prevents information leaks and bre&cdmesstate
institutions and works to protect national security.

7. Administrative Affairs and SupplChain DepartmentThis department has individual
suboffices tasked wh administrative roles such performance evaluations, personnel
skills development and rehabilitation programs and procurement.

Second: Foreign Intelligence AgencyFIA)

The Foreign Inteigence Agency (FIA) is taskenith protecting andnaintainingstak interests
abroad and managingxternalintelligencestations. It includes thiellowing departments

1. Information Department: Collects and anagmformation requested by the political
leadership, instructsagents puts in place plans and missions according to the
requirements and visions of the general security strategy.

2. Foreign Stations Department: Tasks include instructing stations as to what the plans and
commands ardollowing up on its implementation, andomitoring it

3. Foreign Operations Department: Surveils terrorist groups and destructivebordes
movements whose activities may spread into the country or harm state interests abroad.

4. Operational Intelligence Department: Tasks include gatheringsmglinformation and
training intelligence officers.

5. Technical Department: Provides technical support for foreign operations and protects
stations andtateinstitutions abroad from breaches, wiretapping, and cyber threats.

6. Supplies and Logistical Suppgdepartment.
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Conclusion

Political consensus ovethe importance of securitgector reform both structurally and
functionally is a primaryasis for the success of ttransitional process towards a state with
real institutions under the rule of law.Therefore, national dialogue about the paths,
mechanisms, and forms of transitiaway frompolitical polarizations while focusing mommn
security threat$acingthe stateand its citizens isin essentiastep A truly national dialogue
works to recognize unique amhatal conditionghat may lead to a totabllapseof the state,
and explores strategies and mechanisms to avoid beceanfented statevhile being fully
conscious of the requirements and requisifeggional securityby means of highlighting the
goal and priority of solidifying local andegional stability, andreinforcing mutual
collaboration and coordination withcivilian componentsor with relevant agenciesin
neighboringcountries.

In order totransitionawayfrom a state ofi ¢ a n ¢ e r 0 u Isy exgsting $eturitynagencies
towards acoherent national security sectorthrough a relatively smooth process, it is
necessary to take several steps and measugilcan, military, and securitievds that stem
from a necessity of interconnectedness and synchronizagioveen theverall reform and
transition processesd national trendsnd constructive societal and political interactions. This
realization further facilitates reaching a tipelitical solution and inthis sense theurrent
negotiationgrackin Genevathatcontinues to debatgonessential issudsecausef theUS-
Russiartalks - does not indicate a commitment to establish a transitional peéxaddnsures
real change opolitical, constitutional and socikdvels This is stalling the progress of refarm
Serious work by the international community to discuss the core issues at harahd not
avoid or sidelinethem- will help create a conducive environment with necessary factors
for regaining societal and national stability

There is no doubt that questioregardingsecurityreform Gystematially, functionaly, and
structuraly) areamongthe most important questions awaiting objectigeponseshat take

into account the ememyy conditions and escalatingriablesthat shookSyria. This process,

in and of itself, is complex and willnotbefixeb ased on Syr i ai@wsngorni que
borrowingprepackaged reform theorjes modelsandschemeshatignore and undervalube

nature and importance of national securion one handpr theories that overlook the
necessitie®f maintainingcohesion and preventirfgll collapseand chao®n the other. This

requires grofessionalnational effort that bothecognizeshe demadsand requirements set

forth by local, regional, and international security structures and seeks to build a cohesive
security sector.
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